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R
ecall: T

ransm
ission C

ontrol Protocol (T
C

P)

•
Transm

ission Control Protocol (TCP)
–

TCP (IP Protocol 6) layered on top of IP
–

Reliable byte stream
 betw

een tw
o processes on different m

achines over Internet (read, w
rite, 

flush)
•

TCP D
etails

–
Fragm

ents byte stream
 into packets, hands packets to IP

»
IP m

ay also fragm
ent by itself

–
Uses w

indow
-based acknow

ledgem
ent protocol (to m

inim
ize state at sender and receiver)

»
“W

indow
” reflects storage at receiver –

sender shouldn’t overrun receiver’s buffer space
»

Also, w
indow

 should reflect speed/capacity of netw
ork –

sender shouldn’t overload netw
ork

–
Autom

atically retransm
its lost packets

–
Adjusts rate of transm

ission to avoid congestion
»

A “good citizen” 

R
outer

R
outer

Stream
 in:

Stream
 out:

..zyxw
vuts

gfedcba
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•
Too m

uch data trying to flow
 through som

e part of the netw
ork

•
IP’s solution: D

rop packets
•

W
hat happens to TCP connection?

–
Lots of retransm

ission –
w

asted w
ork and w

asted bandw
idth (w

hen bandw
idth is 

scarce)

C
ongestion
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C
ongestion A

voidance
•

Congestion
–

H
ow

 long should tim
eout be for re-sending m

essages?
»

Too long ®
w

astes tim
e if m

essage lost
»

Too short ®
retransm

it even though ACK w
ill arrive shortly

–
Stability problem

: m
ore congestion Þ

ACK is delayed Þ
unnecessary tim

eout Þ
m

ore traffic 
Þ

m
ore congestion

»
Closely related to w

indow
 size at sender: too big m

eans putting too m
uch data into netw

ork
•

H
ow

 does the sender’s w
indow

 size get chosen?
–

M
ust be less than receiver’s advertised buffer size

–
Try to m

atch the rate of sending packets w
ith the rate that the slow

est link can accom
m

odate
–

Sender uses an adaptive algorithm
 to decide size of N

»
G

oal: fill netw
ork betw

een sender and receiver
»

Basic technique: slow
ly increase size of w

indow
 until acknow

ledgem
ents start being delayed/lost

•
TCP solution: “slow

 start” (start sending slow
ly)

–
If no tim

eout, slow
ly increase w

indow
 size (throughput) by 1 for each ACK received 

–
Tim

eout Þ
congestion, so cut w

indow
 size in half

–
“Additive Increase, M

ultiplicative D
ecrease”



Lec
25.5

4/2622
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

C
ongestion M

anagem
ent

•
TCP artificially restricts the w

indow
 size if 

it sees packet loss
•

Careful control loop to m
ake sure:

1.
W

e don’t send too fast and overw
helm

 
the netw

ork
2.

W
e utilize m

ost of the bandw
idth the 

netw
ork has available

–
In general, these are conflicting goals!
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Recall: Connection Setup over TCP/IP

•
5-Tuple identifies each connection:

1.
Source IP Address

2.
D

estination IP Address
3.

Source Port N
um

ber
4.

D
estination Port N

um
ber

5.
Protocol (alw

ays TCP here)

socket

Request Connection

Server
Client

Server
Socketnew

socket
Connection

socket
connection

•
O

ften, Client Port “random
ly” assigned

–
D

one by O
S during client socket setup

•
Server Port often “well known”

–
80 (w

eb), 443 (secure w
eb), 25 (sendm

ail), 
etc

–
W

ell-know
n ports from

 0—
1023 
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Establishing T
C

P Service

1.
O

pen connection: 3-w
ay handshaking

2.
Reliable byte stream

 transfer from
 (IPa, TCP_Port1) to (IPb, TCP_Port2)

–
Indication if connection fails: Reset

3.
Close (tear-dow

n) connection
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Sockets in concept
C

lient
Server

read response

C
lose C

lient Socket

C
reate C

lient Socket

C
onnect it to server (host:port)

C
reate Server Socket

Bind it to an A
ddress 

(host:port)

Listen for C
onnection

C
lose C

onnection Socket

C
lose Server Socket

w
rite request

w
rite response

A
ccept syscall()

C
onnection Socket

C
onnection Socket

read request
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O
pen Connection: 3-W

ay H
andshake

•
Server calls listen() to w

ait 
for a new

 connection
•

Client calls connect() 
providing server’s IP address 
and port num

ber 
•

Each side sends SYN
 packet 

proposing an initial 
sequence num

ber (one for 
each sender) and ACKs the 
other

C
lient (initiator)

SYN
, SeqN

um
 =

 x

SYN
 and AC

K, SeqN
um

 =
 y and A

ck =
 x +

 1

AC
K, A

ck =
 y +

 1

connect()
listen()

accept() 
dequeues 
connection

allocate
buffer space,
connection
enqueued

time

Server
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Sockets in concept
C

lient
Server

read response

C
lose C

lient Socket

C
reate C

lient Socket

C
onnect it to server (host:port)

C
reate Server Socket

Bind it to an A
ddress 

(host:port)

Listen for C
onnection

C
lose C

onnection Socket

C
lose Server Socket

w
rite request

w
rite response

A
ccept syscall()

C
onnection Socket

C
onnection Socket

read request
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Close Connection: 4-W
ay Teardow

n

•
Connection is not 
closed until both 
sides agree

FIN
FIN

 ACK

FINFIN
 ACK

H
ost 1

H
ost 2

C
an retransm

it FIN
 

AC
K if it is lost

timeout

O
S deallocates 

connection state

close()

close()

O
S deallocates 

connection state

data
O

S discards data (no 
socket to give it to)

A
ny calls to read() 

return 0
•

If m
ultiple FD

s on 
H

ost 1 refer to this 
connection, allof 
them

 m
ust be closed

•
Sam

e for close() call 
on H

ost 2
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Recall: D
istributed Applications Build W

ith M
essages

•
H

ow
 do you actually program

 a distributed application?
–

N
eed to synchronize m

ultiple threads, running on different m
achines 

»
N

o shared m
em

ory, so cannot use test&set

–
O

ne Abstraction: send/receive m
essages

»
Already atom

ic: no receiver gets portion of a m
essage and tw

o receivers cannot get sam
e 

m
essage

•
Interface:

–
M

ailbox (m
box): tem

porary holding area for m
essages

»
Includes both destination location and queue

–
Send(m

essage,m
box)

»
Send m

essage to rem
ote m

ailbox identified by m
box

–
Receive(buffer,m

box)
»

W
ait until m

box
has m

essage, copy into buffer, and return
»

If threads sleeping on this m
box, w

ake up one of them

N
etw

ork

Send

Receive
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Q
uestion: D

ata R
epresentation

•
An object in m

em
ory has a m

achine-specific binary representation
–

Threads w
ithin a single process have the sam

e view
 of w

hat’s in m
em

ory
–

Easy to com
pute offsets into fields, follow

 pointers, etc.

•
In the absence of shared m

em
ory, externalizing an object requires us to turn it into a 

sequential sequence of bytes
–

Serialization/M
arshalling: Express an object as a sequence of bytes

–
D

eserialization/U
nm

arshalling: Reconstructing the original object from
 its m

arshalled form
 

at destination
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Sim
ple D

ata T
ypes

uint32_t x;
•

Suppose I w
ant to w

rite a x
to a file

•
First, open the file: FILE* f = fopen(“foo.txt”, “w”);

•
Then, I have tw

o choices:
1.

fprintf(f, “%lu”, x);

2.
fwrite(&x, sizeof(uint32_t), 1, f);
»

O
r equivalently, write(fd, &x, sizeof(uint32_t));

(perhaps w
ith a loop to be 

safe)

•
N

either one is “w
rong” but sender and receiver should be consistent!
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M
achine R

epresentation

•
Consider using the m

achine representation:
–
fwrite(&x, sizeof(uint32_t), 1, f);

•
H

ow
 do w

e know
 if the recipient represents x

in the sam
e w

ay?
–

For pipes, is this a problem
?

–
W

hat about for sockets?
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Endianness

•
For a byte-address m

achine, w
hich end of a m

achine-
recognized object (e.g., int) does its byte-address refer to?

•
Big Endian: address is the m

ost-significant bits
•

Little Endian: address is the least-significant bits
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W
hat Endian is the Internet?

•
B

ig Endian
•

N
etw

ork byte order
•

V
s. “host byte order”
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D
ealing w

ith Endianness

•
D

ecide on an “on-w
ire” endianness

•
Convert from

 native endianness to “on-w
ire” endianness before sending out data 

(serialization/m
arshalling)

–
uint32_t htonl(uint32_t)

and uint16_t htons(uint16_t) convert from
 

native endianness to netw
ork endianness (big endian)

•
Convert from

 “on-w
ire” endianness to native endianness w

hen receiving data 
(deserialization/unm

arshalling)
–
uint32_t ntohl(uint32_t)

and uint16_t ntohs(uint16_t) convert from
 

netw
ork endianness to native endianness (big endian)
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W
hat A

bout R
icher O

bjects?
•

Consider word_count_t
of H

om
ew

ork 0 and 1 …
•

Each elem
ent contains:

–
An int

–
A pointerto a string (of som

e length)
–

A pointerto the next elem
ent

•
fprintf_words

w
rites these as a sequence of lines (character strings w

ith \n) to a file 
stream

•
W

hat if you w
anted to w

rite the w
hole list as a binary object (and read it back as one)?

–
H

ow
 do you represent the string?

–
D

oes it m
ake any sense to w

rite the pointer?
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D
ata Serialization Form

ats

•
JSO

N
 and X

M
L are com

m
only used in w

eb applications
•

Lots of ad-hoc form
ats
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D
ata Serialization Form

ats

Lec
25.22

4/2622
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

R
em

ote Procedure C
all (R

PC
)

•
Raw

 m
essaging is a bit too low

-level for program
m

ing
–

M
ust w

rap up inform
ation into m

essage at source
–

M
ust decide w

hat to do w
ith m

essage at destination
–

M
ay need to sit and w

ait for m
ultiple m

essages to arrive
–

And m
ust deal w

ith m
achine representation by hand

•
Another option: Rem

ote Procedure Call (RPC)
–

Calls a procedure on a rem
ote m

achine
–

Idea: M
ake com

m
unication look like an ordinary function call

–
Autom

ate all of the com
plexity of translating betw

een representations
–

Client calls: 
remoteFileSystem ®

Read("rutabaga");
–

Translated autom
atically into call on server:

fileSys ®
Read("rutabaga");
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C
lient (caller)

r = f(v1, v2);

Server (callee)

res_t
f(a1, a2)

call

return
receive

return

call

C
lient

Stub

bundle
args

bundle
ret vals

unbundle
ret vals

send

receive

send

Server
Stub

unbundle
args

R
PC

 C
oncept

Lec
25.24

4/2622
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

C
lient (caller)

r = f(v1, v2);

Server (callee)

res_t
f(a1, a2)

call

return
receive

return

call

bundle
ret vals

unbundle
ret vals

send

receive

M
achine A

M
achine B

Packet
H
andler

Packet
H
andler

Network

Network

Server
Stub

unbundle
args

send

Server
Stub

unbundle
args

R
PC

 Inform
ation Flow

C
lient

Stub

bundle
args
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R
PC

 Im
plem

entation
•

Request-response m
essage passing (under covers!)

•
“Stub” provides glue on client/server

–
Client stub is responsible for “m

arshalling” argum
ents and “unm

arshalling” the return 
values

–
Server-side stub is responsible for “unm

arshalling” argum
ents and “m

arshalling” the return 
values.

•
M

arshalling
involves (depending on system

)
–

Converting values to a canonical form
, serializing objects, copying argum

ents passed by 
reference, etc. 
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R
PC

 D
etails (1/3)

•
Equivalence w

ith regular procedure call
–

Param
etersÛ

Request M
essage

–
Result Û

Reply m
essage

–
N

am
e of Procedure: Passed in request m

essage
–

Return Address: m
box2 (client return m

ail box) 

•
Stub generator: Com

piler that generates stubs
–

Input: interface definitions in an “interface definition language (ID
L)”

»
Contains, am

ong other things, types of argum
ents/return

–
O

utput: stub code in the appropriate source language
»

Code for client to pack m
essage, send it off, w

ait for result, unpack result and return to caller
»

Code for server to unpack m
essage, call procedure, pack results, send them

 off
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R
PC

 D
etails (2/3)

•
Cross-platform

 issues:
–

W
hat if client/server m

achines are different architectures/ languages?
»

Convert everything to/from
 som

e canonical form
»

Tag every item
 w

ith an indication of how
 it is encoded (avoids unnecessary conversions)

•
H

ow
 does client know

 w
hich m

box
(destination queue) to send to?

–
N

eed to translate nam
e of rem

ote service into netw
ork endpoint (Rem

ote m
achine, port, 

possibly other info)
–

Binding: the process of converting a user-visible nam
e into a netw

ork endpoint
»

This is another w
ord for “nam

ing” at netw
ork level

»
Static: fixed at com

pile tim
e

»
D

ynam
ic: perform

ed at runtim
e
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R
PC

 D
etails (3/3)

•
D

ynam
ic Binding

–
M

ost RPC system
s use dynam

ic binding via nam
e service

»
N

am
e service provides dynam

ic translation of service ®
m

box
–

W
hy dynam

ic binding?
»

Access control: check w
ho is perm

itted to access service
»

Fail-over: If server fails, use a different one

•
W

hat if there are m
ultiple servers?

–
Could give flexibility at binding tim

e
»

Choose unloaded server for each new
 client

–
Could provide sam

e m
box

(router level redirect)
»

Choose unloaded server for each new
 request

»
O

nly w
orks if no state carried from

 one call to next

•
W

hat if m
ultiple clients?

–
Pass pointer to client-specific return m

box
in request
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Problem
s w

ith R
PC

: N
on-A

tom
ic Failures

•
D

ifferent failure m
odes in dist. system

 than on a single m
achine

•
Consider m

any different types of failures
–User-level bug causes address space to crash
–M

achine failure, kernel bug causes all processes on sam
e m

achine to fail
–Som

e m
achine is com

prom
ised by m

alicious party
•

Before RPC: whole system
 would crash/die

•
After RPC: O

ne m
achine crashes/com

prom
ised while others keep working

•
Can easily result in inconsistent view of the world
–D

id m
y cached data get written back or not?

–D
id server do what I requested or not?

•
Answer? D

istributed transactions/Byzantine Com
m

it
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Problem
s w

ith R
PC

: Perform
ance

•
RPC is not perform

ance transparent:
–

Cost of Procedure call « sam
e-m

achine RPC « netw
ork RPC

–
O

verheads: M
arshalling, Stubs, Kernel-Crossing, Com

m
unication

•
Program

m
ers m

ust be aw
are that RPC is not free 

–
Caching can help, but m

ay m
ake failure handling com

plex
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•
H

ow
 do address spaces com

m
unicate w

ith one another?
–

Shared M
em

ory w
ith Sem

aphores, m
onitors, etc…

–
File System

–
Pipes (1-w

ay com
m

unication)
–

“Rem
ote” procedure call (2-w

ay com
m

unication)
•

RPC’s can be used to com
m

unicate betw
een address spaces on different m

achines or the 
sam

e m
achine

–
Services can be run w

herever it’s m
ost appropriate

–
Access to local and rem

ote services looks the sam
e

•
Exam

ples of RPC system
s:

–
CO

RBA (Com
m

on O
bject Request Broker Architecture)

–
D

CO
M

 (D
istributed CO

M
)

–
RM

I (Java Rem
ote M

ethod Invocation)

C
ross-D

om
ain C

om
m

unication/Location T
ransparency
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M
icrokernel operating system

s
•

Exam
ple: split kernel into application-level servers.

–
File system

 looks rem
ote, even though on sam

e m
achine

•
W

hy split the O
S into separate dom

ains?
–

Fault isolation: bugs are m
ore isolated (build a firew

all)
–

Enforces m
odularity: allow

s increm
ental upgrades of pieces of softw

are (client or server)
–

Location transparent: service can be local or rem
ote

»
For exam

ple in the X
 w

indow
ing system

: Each X
 client can be on a separate m

achine from
 X

 
server; N

either has to run on the m
achine w

ith the fram
e buffer.

A
pp

A
pp

file system
W

indow
ing

N
etw

orking
V

M

T
hreads

A
pp

M
onolithic Structure

A
pp

File
sys

w
indow

s

R
P

C
address
spaces

threads

M
icrokernel Structure
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N
etw

ork-A
ttached Storage and the C

A
P T

heorem

•
Consistency: 

–
Changes appear to everyone in the sam

e serial order
•

Availability:
–

Can get a result at any tim
e

•
Partition-Tolerance

–
System

 continues to w
ork even w

hen netw
ork becom

es partitioned
•

Consistency, Availability, Partition-Tolerance (CAP) Theorem
: Cannot have all three at sam

e 
tim

e–
O

therw
ise know

n as “Brew
er’s Theorem

”

N
etw

ork
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A
dm

inistrivia

•
M

idterm
 3: Thursday 4/28: 7-9PM

–
All course m

aterial 
–

Review
 session M

onday 4/25 1-3PM
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D
istributed File System

s

•
Transparent access to files stored on a rem

ote disk
•

M
ountrem

ote files into your local file system
–

D
irectory in local file system

 refers to rem
ote files

–
e.g., /users/jane/prog/foo.c

on laptop actually refers to
/prog/foo.c

on adj.cs.berkeley.edu
•

N
am

ing
Choices:

–
[H

ostnam
e,localnam

e]: Filenam
e includes server

»
N

o location or m
igration transparency, except

through D
N

S rem
apping

–
A global nam

e space: Filenam
e unique in “w

orld”
»

Can be served by any server N
etw

ork
R

ead File

D
ata

Server
C

lient

m
ount

coeus:/sue
m

ount
adj:/prog

m
ount

adj:/jane
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Enabling D
esign: V

FS 
T

he System
 C

all Interface

Process
M
anagem

ent
M
em
ory

M
anagem

ent
Filesystem

s
D
evice
C
ontrol

N
etw
orking

A
rchitecture

D
ependent
C

ode

M
em

ory
M

anager
D

evice
C

ontrol

N
etw

ork
Subsystem

File System
 

Types

B
lock

D
evices

IF drivers

C
oncurrency,

m
ultitasking

V
irtual

m
em

ory
Files and dirs:

the V
FS

T
T

Y
s and

device access
C

onnectivity
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length = read(input_fd, buffer, BUFFER_SIZE);

ssize_t
read(int, void *, size_t) {

marshal args
into registers

issue syscall
register result of syscall

to rtn
value

};void
syscall_handler

(struct
intr_frame

*f) {
unmarshall

call#, args
from regs

dispatch
: handlers[call#](args)

marshal results fo
syscall

ret
} Exception U

à
K, interrupt processing

ssize_t
vfs_read(struct file *file, char __user *buf,                       

size_t
count, loff_t

*pos) {
User Process/File System relationship
call device driver to do the work

}

User App:

User library:

Device Driver

R
ecall: Layers of I/O

…

H
igh Level I/O

 

Low
 Level I/O

 
Syscall

File System

I/O
 D

river

A
pplication / Service
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V
irtual Filesystem

Sw
itch

•
VFS:Virtual abstraction sim

ilar to local file system
–

Provides virtual superblocks, inodes, files, etc
–

Com
patible w

ith a variety of local and rem
ote file system

s
»

provides object-oriented w
ay of im

plem
enting file system

s
•

VFS allow
s the sam

e system
 call interface (the API) to be used for different types 

of file system
s

–
The API is to the VFS interface, rather than any specific type of file system
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V
FS C

om
m

on File M
odel in Linux

•
Four prim

ary object types for VFS:
–

superblock object: represents a specific m
ounted filesystem

–
inode

object: represents a specific file
–

dentryobject: represents a directory entry 
–

file object: represents open file associated w
ith process

•
There is no specific directory object (VFS treats directories as files)

•
M

ay need to fit the m
odel by faking it

–
Exam

ple: m
ake it look like directories are files

–
Exam

ple: m
ake it look like have inodes, superblocks, etc.
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Sim
ple D

istributed File System

•
Rem

ote D
isk: Reads and w

rites forw
arded to server

–
Use Rem

ote Procedure Calls (RPC) to translate file system
 calls into rem

ote requests
–

N
o local caching, but can be cache at server-side

•
Advantage: Server provides consistent view

 of file system
 to m

ultiple clients
•

Problem
s?  Perform

ance!
–

G
oing over netw

ork is slow
er than going to local m

em
ory

–
Lots of netw

ork traffic/not w
ell pipelined

–
Server can be a bottleneck

Server

R
ead (R

PC
)

R
eturn (D

ata)

W
rite (RPC)

A
CK

cache
Client

Client
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Client

cache
F1:V1
F1:V2

U
se of caching to reduce netw

ork load

R
ead (R

PC
)

R
eturn (D

ata)

W
rite (RPC)

A
CK

cache

cache

•
Idea: U

se caching to reduce netw
ork load

–
In practice: use buffer cache at source and destination

•
Advantage: if open/read/w

rite/close can be done locally, don’t need to do any 
netw

ork traffic…
fast!

•
Problem

s: 
–

Failure:
»

Client caches have data not com
m

itted at server
–

Cache consistency!
»

Client caches not consistent w
ith server/each other

F1:V1F1:V2

read(f1)

w
rite(f1) ®

V
1

read(f1) ®
V
1

read(f1) ®
V
1

®
O
K

read(f1) ®
V
1

read(f1) ®
V
2

Server
Client
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D
ealing w

ith Failures

•
W

hat if server crashes? Can client w
ait until it com

es back and just continue m
aking 

requests?
–

Changes in server's cache but not in disk are lost

•
W

hat if there is shared state across RPC's?
–

Client opens file, then does a seek
–

Server crashes
–

W
hat if client w

ants to do another read?
•

Sim
ilar problem

: W
hat if client rem

oves a file but server crashes before 
acknow

ledgem
ent?

Lec
25.43

4/2622
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

Stateless Protocol

•
Stateless Protocol: A protocol in w

hich all inform
ation required to service a request 

is included w
ith the request

•
Even better: Idem

potent O
perations –

repeating an operation m
ultiple tim

es is 
sam

e as executing it just once (e.g., storing to a m
em

 addr.)
•

Client: tim
eout expires w

ithout reply, just run the operation again (safe regardless of 
first attem

pt)

•
Recall H

TTP: Also a stateless protocol
–

Include cookies w
ith request to sim

ulate a session
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C
ase Study: N

etw
ork File System

 (N
FS)

•
Three Layers for N

FS system
–

UN
IX file-system

 interface:open, read, w
rite, close calls + file descriptors

–
VFS layer:distinguishes local from

 rem
ote files

»
Calls the N

FS protocol procedures for rem
ote requests

–
N

FS service layer:bottom
 layer of the architecture

»
Im

plem
ents the N

FS protocol
•

N
FS Protocol: RPC for file operations on server
–

XD
R Serialization standard for data form

at independence
–

Reading/searching a directory 
–

m
anipulating links and directories 

–
accessing file attributes/reading and w

riting files
•

W
rite-through caching:M

odified data com
m

itted to server’s disk before results are 
returned to the client 

–
lose som

e of the advantages of caching
–

tim
e to perform

 w
rite() can be long

–
N

eed som
e m

echanism
 for readers to eventually notice changes! (m

ore on this later)
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N
FS C

ontinued
•

N
FS servers are stateless; each request provides all argum

ents require for execution
–

E.g. reads include inform
ation for entire operation, such as 

ReadAt(inumber,position), not Read(openfile)
–

N
o need to perform

 netw
ork open() or close() on file –

each operation stands on its ow
n

•
Idem

potent:Perform
ing requests m

ultiple tim
es has sam

e effect as perform
ing them

 
exactly once

–
Exam

ple: Server crashes betw
een disk I/O

 and m
essage send, client resend read, server 

does operation again
–

Exam
ple: Read and w

rite file blocks: just re-read or re-w
rite file block –

no other side 
effects

–
Exam

ple: W
hat about “rem

ove”?  N
FS does operation tw

ice and second tim
e returns an 

advisory error 
•

Failure M
odel: Transparent to client system

–
Is this a good idea?  W

hat if you are in the m
iddle of reading a file and server crashes? 

–
O

ptions (N
FS Provides both):

»
H

ang until server com
es back up (next w

eek?)
»

Return an error. (O
f course, m

ost applications don’t know
 they are talking over netw

ork)
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N
FS A

rchitecture
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•
N

FS protocol: w
eak consistency

–
Client polls server periodically to check for changes

»
Polls server if data hasn’t been checked in last 3-30 seconds (exact tim

eout it tunable 
param

eter).
»

Thus, w
hen file is changed on one client, server is notified, but other clients use old version of 

file until tim
eout.

–
W

hat if m
ultiple clients w

rite to sam
e file? 

»
In N

FS, can get either version (or parts of both)
»

Com
pletely arbitrary!

cache
F1:V2

W
rite (RPC)

A
CK

cache

cache

F1:V1

F1:V2
Client

Server
Client

F1:V2

N
FS C

ache consistency

F1 still ok?
N

o: (F1:V
2)
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•
W

hat sort of cache coherence m
ight w

e expect?
–

i.e. w
hat if one CPU changes file, and before it’s done, another CPU reads file?

•
Exam

ple: Start w
ith file contents = “A”

•
W

hat w
ould w

e actually w
ant?

–
Assum

e w
e w

ant distributed system
 to behave exactly the sam

e as if all processes are 
running on single system

»
If read finishes before w

rite starts, get old copy
»

If read starts after w
rite finishes, get new

 copy
»

O
therw

ise, get either new
 or old copy

–
For N

FS:
»

If read starts m
ore than 30 seconds after w

rite, get new
 copy; otherw

ise, could get partial 
update

Sequential O
rdering C

onstraints

Read: gets A

Read: gets A
 or B W

rite BW
rite C

Read: parts of B or C
Client 1:
Client 2:
Client 3:

Read: parts of B or C

Tim
e
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N
FS Pros and C

ons

•
N

FS Pros:
–

Sim
ple, H

ighly portable
•

N
FS Cons:
–

Som
etim

es inconsistent!
–

D
oesn’t scale to large # clients
»

M
ust keep checking to see if caches out of date

»
Server becom

es bottleneck due to polling traffic
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A
ndrew

 File System
•

Andrew
 File System

 (AFS, late 80’s) ®
D

CE D
FS (com

m
ercial product)

•
Callbacks:Server records w

ho has copy of file
–

O
n changes, server im

m
ediately tells all w

ith old copy
–

N
o polling bandw

idth (continuous checking) needed
•

W
rite through on close

–
Changes not propagated to server until close()

–
Session sem

antics: updates visible to other clients only after the file is closed
»

As a result, do not get partial w
rites: all or nothing!

»
Although, for processes on local m

achine, updates visible im
m

ediately to other program
s 

w
ho have file open

•
In AFS, everyone w

ho has file open sees old version
–

D
on’t get new

er versions until reopen file
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A
ndrew

 File System
 (con’t)

•
D

ata cached on local disk of client as w
ell as m

em
ory

–
O

n open w
ith a cache m

iss (file not on local disk):
»

G
et file from

 server, set up callback w
ith server 

–
O

n w
rite follow

ed by close:
»

Send copy to server; tells all clients w
ith copies to fetch new

 version from
 server on next open 

(using callbacks)
•

W
hat if server crashes? Lose all callback state!

–
Reconstruct callback inform

ation from
 client: go ask everyone “w

ho has w
hich files 

cached?”
•

AFS Pro: Relative to N
FS, less server load:

–
D

isk as cache Þ
m

ore files can be cached locally
–

Callbacks Þ
server not involved if file is read-only

•
For both AFS and N

FS: central server is bottleneck!
–

Perform
ance: all w

rites®
server, cache m

isses®
server

–
Availability: Server is single point of failure

–
Cost: server m

achine’s high cost relative to w
orkstation
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Sum
m

ary (1/2)
•

TCP:Reliable byte stream
 betw

een tw
o processes on different m

achines over Internet 
(read, w

rite, flush)
–

Uses w
indow

-based acknow
ledgem

ent protocol
–

Congestion-avoidance dynam
ically adapts sender w

indow
 to account for congestion in netw

ork
•

Rem
ote Procedure Call (RPC): Call procedure on rem

ote m
achine or in rem

ote dom
ain

–
Provides sam

e interface as procedure
–

Autom
atic packing and unpacking of argum

ents w
ithout user program

m
ing (in stub)

–
Adapts autom

atically to different hardw
are and softw

are architectures at rem
ote end
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Sum
m

ary (2/2)
•

D
istributed File System

: 
–

Transparent access to files stored on a rem
ote disk

–
Caching for perform

ance
•

VFS: Virtual File System
 layer (O

r Virtual Filesystem
Sw

itch)
–

Provides m
echanism

 w
hich gives sam

e system
 call interface for different types of file system

s
•

Cache Consistency: Keeping client caches consistent w
ith one another

–
If m

ultiple clients, som
e reading and som

e w
riting, how

 do stale cached copies get updated?
–

N
FS: check periodically for changes

–
AFS: clients register callbacks to be notified by server of changes
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T
hank you!

•
Thanks for all your great questions!

•
G

ood Bye!  You have all been great! intro


