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R
ecall: D

istributed C
onsensus M

aking
•

Consensus problem
–

All nodes propose a value
–

Som
e nodes m

ight crash and stop responding
–

Eventually, all rem
aining nodes decide on the sam

e value from
 set of proposed values

•
D

istributed D
ecision M

aking
–

Choose betw
een “true” and “false”

–
O

r Choose betw
een “com

m
it” and “abort”

•
Equally im

portant (but often forgotten!): m
ake it durable!

–
H

ow
 do w

e m
ake sure that decisions cannot be forgotten?

»
This is the “D

” of “ACID
” in a regular database

–
In a global-scale system

?
»

W
hat about erasure coding or m

assive replication?
»

Like BlockChain
applications! 
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R
ecall: T

w
o-Phase C

om
m

it Protocol
•

Persistentstable log
on each m

achine: keep track of w
hether com

m
it has happened

–
If a m

achine crashes, w
hen it w

akes up it first checks its log to recover state of w
orld at tim

e 
of crash

•
Prepare Phase:

–
The global coordinator requests that all participants w

ill prom
ise to com

m
it or rollback

the 
transaction

–
Participants record prom

ise in log, then acknow
ledge

–
If anyone votes to abort, coordinator w

rites "Abort" in its log and tells everyone to abort; 
each records "Abort"

in log
•

Com
m

it Phase:
–

After all participants respond that they are prepared, then the coordinator w
rites "Commit"

to its log
–

Then asks all nodes to com
m

it; they respond w
ith ACK

–
After receive ACKs, coordinator w

rites "Got Commit"
to log

•
Log used to guarantee that all m

achines either com
m

it or don’t
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D
istributed D

ecision M
aking

D
iscussion (1/2)

•
W

hy is distributed decision m
aking

desirable?
–

Fault Tolerance!
–

A group of m
achines can com

e to a decision even if one or m
ore of them

 fail during the 
process

»
Sim

ple failure m
ode called “failstop” (different m

odes later)
–

After decision m
ade, result recorded in m

ultiple places
•

W
hy is 2PC not subject to the G

eneral’s paradox?
–

Because 2PC is about all nodes eventually com
ing to the sam

e decision –
not necessarily at 

the sam
e tim

e!
–

Allow
ing us to reboot and continue allow

s tim
e for collecting and collating decisions
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D
istributed D

ecision M
aking

D
iscussion (2/2)

•
U

ndesirable feature of Tw
o-Phase Com

m
it: Blocking

–
O

ne m
achine can be stalled until another site recovers:

»
Site B w

rites "prepared to com
m

it"record to its log, sends a "yes"vote to the coordinator 
(site A) and crashes

»
Site A crashes

»
Site B w

akes up, check its log, and realizes that it has voted "yes"on the update. It sends a 
m

essage to site A asking w
hat happened. At this point, B cannot decide to abort, because 

update m
ay have com

m
itted

»
B is blocked until A com

es back
–

A blocked site holds resources (locks on updated item
s, pages pinned in m

em
ory, etc) 

until learns fate of update
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A
lternatives to 2PC

•
Three-Phase Com

m
it: O

ne m
ore phase, allow

s nodes to fail or block and still m
ake 

progress.
•

PAX
O

S:An alternative used by G
oogle and others that does not have 2PC blocking 

problem
–

D
evelop by Leslie Lam

port(Turing Aw
ard W

inner)
–

N
o fixed leader, can choose new

 leader on fly, deal w
ith failure

–
Som

e think this is extrem
ely com

plex!
•

RAFT: PAX
O

S alternative from
 John O

sterhout(Stanford)
–

Sim
pler to describe com

plete protocol 

•
W

hat happens if one or m
ore of the nodes is m

alicious?
–

M
alicious:attem

pting to com
prom

ise the decision m
aking

–
U

se a m
ore hardened decision m

aking
process: 

Byzantine Agreem
ent and

Block Chains
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Byzantine G
eneral’s Problem

•
Byazantine

G
eneral’s Problem

 (n players):
–

O
ne G

eneral and n-1 Lieutenants
–

Som
e num

ber of these (f) can be insane or m
alicious

•
The com

m
anding general m

ust send an order to his n-1 lieutenants such that the follow
ing 

Integrity Constraints apply:
–

IC1: All loyal lieutenants obey the sam
e order

–
IC2: If the com

m
anding general is loyal, then all loyal lieutenants obey the order he sends

G
eneral

A
ttack!

A
ttack!

Attack!

R
etreat!

A
ttack!

R
etreat!

A
ttack!

A
ttack!

A
ttack!

Lieutenant

Lieutenant

Lieutenant
M

alicious!
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Byzantine G
eneral’s Problem

 (con’t)
•

Im
possibility Results:

–
Cannot solve Byzantine G

eneral’s Problem
 w

ith n=3 because one m
alicious player can m

ess up 
things

–
W

ith f faults, need n > 3f to solve problem
•

Various algorithm
s exist to solve problem

–
O

riginal algorithm
 has #m

essages exponential in n
–

N
ew

er algorithm
s have m

essage com
plexity O

(n 2)
»

O
ne from

 M
IT, for instance (Castro and Liskov, 1999)

•
Use of BFT (Byzantine Fault Tolerance) algorithm

–
Allow

 m
ultiple m

achines to m
ake a coordinated decision even if som

e subset of them
 (< n/3 ) are 

m
alicious

G
eneralLieutenant

Lieutenant

A
ttack!

A
ttack!

R
etreat!

G
eneralLieutenant

Lieutenant

A
ttack!

R
etreat!

R
etreat!

R
equest

D
istributed
D
ecision
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N
etw

ork Protocols
•

N
etw

orking protocols: m
any levels

–
Physical level: m

echanical and electrical netw
ork (e.g., how

 are 0 and 1 represented)
–

Link level: packet form
ats/error control (for instance, the CSM

A/CD
 protocol) 

–
N

etw
ork level: netw

ork routing, addressing
–

Transport Level: reliable m
essage delivery 

•
Protocols on today’s Internet:

Ethernet
W

iFi
LTE

IP
U

D
P

TCP

RPC
N

FS
W

W
W

e-m
ail

ssh

Physical/Link

N
etw

ork

Transport
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•
Broadcast N

etw
ork:Shared Com

m
unication M

edium

–
Shared M

edium
 can be a set of w

ires
»

Inside a com
puter, this is called a bus

»
All devices sim

ultaneously connected to devices

–
O

riginally, Ethernet w
as a broadcast netw

ork
»

All com
puters on local subnet connected to one another

–
M

ore exam
ples (w

ireless: m
edium

 is air): cellular phones (G
SM

, CD
M

A, and LTE), 
W

iFi

Broadcast N
etw

orks

M
em

ory
Processor

I/O
D
evice

I/O
D
evice

I/O
D
evice

Internet
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Broadcast N
etw

orks D
etails

•
M

edia Access Control (M
AC) Address:

–
48-bit physical address for hardw

are interface
–

Every device (in the w
orld!?) has a unique address

•
D

elivery:W
hen you broadcast a packet, how

 does a receiver know
 w

ho it is for? 
(packet goes to everyone!)

–
Put header on front of packet: [ D

estination M
AC Addr| Packet ]

–
Everyone gets packet, discards if not the target

–
In Ethernet, this check is done in hardw

are
»

N
o O

S interrupt if not for particular destination

H
eader

(D
est:2)

Body
(D

ata)

M
essage

ID
:1

(ignore)

ID
:2

(receive)

ID
:4

(ignore)

ID
:3

(sender)
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Point-to-point netw
orks

•
W

hy have a shared bus at all?  W
hy not sim

plify and only have point-to-point links 
+ routers/sw

itches?
–

O
riginally w

asn’t cost-effective, now
 hardw

are is cheap!
•

Point-to-point netw
ork:a netw

ork in w
hich every physical w

ire is connected to only 
tw

o com
puters

•
Sw

itch:a bridge that transform
s a shared-bus (broadcast) configuration into a point-

to-point netw
ork

–
Adaptively figures out w

hich ports have w
hich M

AC addresses
•

Router:a device that acts as a junction betw
een physical  netw

orks to transfer data 
packets am

ong them
–

Routes betw
een sw

itching dom
ains using (for instance) 

IP addresses

Router

Internet

Sw
itch
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The Internet Protocol (IP)
•

Internet Protocol: Internet’s netw
ork layer

•
Service it provides: “Best-Effort”

Packet D
elivery

–
Tries it’s “best”

to deliver packet to its destination 
–

Packets m
ay be lost

–
Packets m

ay be corrupted
–

Packets m
ay be delivered out of order

•
IP Is a D

atagram
 service!

–
Routes across m

any physical sw
itching dom

ains (subnets)

source
destination

IP netw
ork

Transport
N
etw

ork
D
atalink

Physical

Session
Present.

A
pplication
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IPv4 A
ddress Space

•
IP Address:a 32-bit integer used as destination of IP packet

–
O

ften w
ritten as four dot-separated integers, w

ith each 
integer from

 0—
255 (thus representing 8x4=32 bits)

–
Exam

ple CS file server is: 169.229.60.83 º
0xA9E53C53

•
Internet H

ost:a com
puter connected to the Internet

–
H

ost has one or m
ore IP addresses used for routing

»
Som

e of these m
ay be private and unavailable for routing 

–
N

ot every com
puter has a unique IP address 

»
G

roups of m
achines m

ay share a single IP address 
»

In this case, m
achines have private addresses behind a “N

etw
ork Address Translation” (N

AT) 
gatew

ay
•

Subnet:netw
ork connecting hosts w

ith related IP addresses
–

A subnet is identified by 32-bit value, w
ith the bits w

hich differ set to zero, follow
ed by a 

slash and a m
ask

»
Exam

ple: 128.32.131.0/24 designates a subnet in w
hich all the addresses look like 128.32.131.X

X
»

Sam
e subnet: 128.32.131.0/255.255.255.0

–
M

ask:The num
ber of m

atching prefix bits 
»

Expressed as a single value (e.g., 24) or a set of ones in a 32-bit value (e.g., 255.255.255.0)
–

O
ften routing w

ithin
subnet is by M

AC address (sm
art sw

itches)
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IPv4 Packet Form
at

•
IP Packet Form

at:

•
IP D

atagram
: an unreliable, unordered, packet sent from

 source to destination
–

Function of netw
ork –

deliver datagram
s!

16-bit identification
T

oS
4

13-bit frag off
T

otal length(16-bits)

protocol
T

T
L

16-bit header checksum
32-bit source IP

 address
32-bit destination IP

 address

IH
L

flags

options (if any)

D
ata

0
15

16
31

IP
 V

er4

IP
 H

eader
Length

Size of datagram
(header+

data)
Flags &
Fragm

entation
to split large 
m

essages

T
im

e to
Live (hops)

T
ype of

transport
protocol

IP header
20 bytes
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W
ide Area Network

•
W

ide A
rea N

etw
ork

(W
AN

): netw
ork that covers a broad area (e.g., city, 

state, country, entire w
orld)

–
E.g., Internet is a W

AN
•

W
AN

 connects m
ultiple physical (datalink) layer netw

orks (LAN
s)

•
D

atalink layer netw
orks are connected by routers

–
D

ifferent LAN
s can use different com

m
unication technology (e.g., w

ireless, 
cellular, optics, w

ired)

H
ost A

(IP A)
H

ost B 
(IP B)

R
2

R
3

R
4

R
1
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Routers
•

Forw
ard

each packet received on an incom
ing link to an 

outgoing link based on packet’s destination IP address 
(tow

ards its destination)
•

Store & forw
ard: packets are buffered before being forw

arded
•

Forw
arding table: m

apping betw
een IP address and the output link

incom
ing links

outgoing links
R

outer

M
em
ory

Lec
24.23

4/21/22
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

Packet Forwarding 
•

U
pon receiving a packet, a router 
–

read the IP
destination address of the packet

–
consults its forw

arding table à
output port

–
forw

ards packet to corresponding output port
•

D
efault route (for subnets without explicit entries)
–

Forw
ard to m

ore authoritative router

H
ost A

(IP A)
H

ost B 
(IP B)

R
2

R
3

R
4

R
1 IP B
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•
W

hy not use M
AC addresses for routing?

–
D

oesn’t scale
•

Analogy
–

M
AC address à

SSN
–

IP address à
(unreadable) hom

e address
•

M
AC address: uniquely associated w

ith device for the entire lifetim
e of the device

•
IP address: changes as the device location changes

–
Your notebook IP address at school is different from

 hom
e

10 7
thStreet N

W
W

ashington, D
C

 21115
1051 Euclid Ave
Berkeley, C

A 94722

IP Addresses vs. M
AC Addresses
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•
W

hy does packet forw
arding using IP addr. scale?

•
Because IP addresses can be aggregated

–
E.g., all IP addresses at UC Berkeley start w

ith 0xA9E5, i.e., any address of form
 

0xA9E5**** belongs to Berkeley
–

Thus, a router in N
Y needs to keep a single

entry for allhosts at Berkeley
–

If w
e w

ere using M
AC addresses the N

Y router w
ould need to m

aintain an entry for 
every Berkeley host!!

•
Analogy:

–
G

ive this letter to person w
ith SSN

: 123-45-6789 vs.
–

G
ive this letter to “John Sm

ith, 123 First Street, LA, US”

IP Addresses vs. M
AC Addresses
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A
dm

inistrivia

•
M

idterm
 3: Thursday 4/28: 7-9PM

–
All course m

aterial 
–

Review
 session M

onday 4/25 1-3PM
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N
am

ing in
the Internet

•
H

ow
 to m

ap hum
an-readable nam

esto IP addresses?
–

E.g.w
w

w
.berkeley.edu Þ

128.32.139.48
–

E.g.w
w

w
.google.com

 Þ
different addresses depending on location, and load

•
W

hy is this necessary?
–

IP addresses are hard to rem
em

ber
–

IP addresses change:
»

Say, Server 1 crashes gets replaced by Server 2
»

O
r –

google.com
 handled by different servers

•
M

echanism
: D

om
ain N

am
ing System

 (D
N

S)

N
am

e
A
ddress

Þ
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D
om

ain N
am

e System

•
D

N
S is a hierarchical m

echanism
 for nam

ing 
–

N
am

e divided in dom
ains, right to left: w

w
w

.eecs.berkeley.edu
•

Each dom
ain ow

ned by a particular organization
–

Top level handled by ICAN
N

 (Internet Corporation for Assigned N
um

bers and N
am

es)
–

Subsequent levels ow
ned by organizations

•
Resolution: series of queries to successive servers

•
Caching: queries take tim

e, so results cached for period of tim
e

T
op-level

com
edu

M
it.edu

169.229.131.81

128.32.61.103

128.32.139.48

berkeley.edu
w
w
w

calm
ail

eecs

berkeley
M
IT

eecs.berkeley.edu
w
w
w
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H
ow

 Im
portant is C

orrect R
esolution?

•
If attacker m

anages to give incorrect m
apping:

–
Can get som

eone to route to server, thinking that they are routing to a different server
»

G
et them

 to log into “bank” –
give up usernam

e and passw
ord

•
Is D

N
S Secure?

–
D

efinitely a
w

eak link
»

W
hat if “response” returned from

 different server than original query?
»

G
et person to use incorrect IP address!

–
Attem

pt to avoid substitution attacks:
»

Q
uery includes random

 num
ber w

hich m
ust be returned 

•
In July 2008, hole in D

N
S security located!

–
D

an Kam
insky(security researcher) discovered an attack that broke D

N
S globally

»
O

ne person in an ISP convinced to load particular w
eb

page, then all users of that ISP end up 
pointing at w

rong address
–

H
igh profile, highly advertised need for patching D

N
S 

»
Big press release, lots of m

ystery
»

Security researchers told no speculation until patches applied
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N
etw

ork Layering
•

Layering:building com
plex services from

 sim
pler ones

–
Each layer provides services needed by higher layers by utilizing services provided by low

er 
layers

•
The physical/link layer is pretty lim

ited
–

Packets are of lim
ited size (called the “M

axim
um

 Transfer Unit or M
TU: often 200-1500 

bytes in size)
–

Routing is lim
ited to w

ithin a physical link (w
ire) or perhaps through a sw

itch
•

O
ur goal in the follow

ing is to show
 how

 to construct a secure, ordered, m
essage 

service routed to
anyw

here:

P
hysical R

eality: P
ackets

A
bstraction: M

essages

Lim
ited Size (M

T
U

)
A

rbitrary Size
U

nordered (som
etim

es)
O

rdered
U

nreliable
R

eliable
M

achine-to-m
achine

P
rocess-to-process

O
nly on local area net

R
outed anyw

here
A

synchronous
Synchronous

Insecure
Secure
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R
ecall: IPv4 Packet Form

at
•

IP Packet Form
at:

•
IP D

atagram
: an unreliable, unordered, packet sent from

 source to destination
–

Function of netw
ork –

deliver datagram
s!

16-bit identification
T

oS
4

13-bit frag off
T

otal length(16-bits)

protocol
T

T
L

16-bit header checksum
32-bit source IP

 address
32-bit destination IP

 address

IH
L

flags

options (if any)

D
ata

0
15

16
31

IP
 V

er4

IP
 H

eader
Length

Size of datagram
(header+

data)
Flags &
Fragm

entation
to split large 
m

essages

T
im

e to
Live (hops)

T
ype of

transport
protocol

IP header
20 bytes
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Building a m
essaging service on IP

•
Process to process com

m
unication 

–
Basic routing gets packets from

 m
achine®

m
achine

–
W

hat w
e really w

ant is routing from
 process®

process
»

A
dd “ports”, w

hich are 16-bit identifiers
»

A
 com

m
unication channel (connection) defined by 5 item

s: 
[source addr, source port, destaddr, destport, protocol]

•
For exam

ple: The Unreliable D
atagram

 Protocol (UD
P)

–
Layered on top of basic IP (IP Protocol 17)

»
D

atagram
:an unreliable, unordered, packet sent from

 source user ®
destuser (C

all it U
D

P/IP)

–
Im

portant aspect: low
 overhead!

»
O

ften used for high-bandw
idth video stream

s
»

M
any uses of U

D
P considered “anti-social” –

none of the “w
ell-behaved” aspects of (say) TC

P/IP

U
D

P
 D

ata

16-bit U
D

P
 length 

16-bit U
D

P
 checksum

16-bit source port
16-bit destination port

IP
 H

eader
(20 bytes)
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Internet A
rchitecture: Five Layers

•
Low

er three layers im
plem

ented everyw
here

•
Top tw

o layers im
plem

ented only at hosts

Transport
N

etwork
D

atalink
Physical

Transport
N

etwork
D

atalink
Physical

N
etwork

D
atalink

Physical

A
pplication

A
pplication

H
ost A

H
ost B

Router

sockets

sockets
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Internet A
rchitecture: Five Layers

•
Com

m
unication goes dow

n to physical netw
ork

•
Then from

 netw
ork peer to peer

•
Then up to relevant layer

Transport
N

etwork
D

atalink
Physical

Transport
N

etwork
D

atalink
Physical

N
etwork

D
atalink

Physical

A
pplication

A
pplication

H
ost A

H
ost B

Router

sockets

sockets
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H
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N
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H
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Fram
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H
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D
atalink
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H
dr.

N
et.
H
dr.

Fram
e

H
dr.

D
ata

D
ata

N
etw

ork 
Layer 

Trans.
H
dr.

N
et.
H
dr.

N
etw

ork 
Layer 

Trans.
H
dr.

N
et.
H
dr.

D
ata

D
ata

Transport 
Layer 

Trans.
H
dr.

Transport 
Layer 

Trans.
H
dr.

D
ata

D
ata

D
ata

A
pplication 
Layer 

A
pplication 
Layer 

D
ata

Layering Analogy: Packets in Envelopes
Transport
N
etw

ork
D
atalink

Physical

Session
Present.

A
pplication
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Internet Transport Protocols
•

D
atagram

 service ( U
D

P): IP Protocol 17
–

N
o-frills extension of “best-effort”

IP
–

M
ultiplexing/D

em
ultiplexing

am
ong processes

•
Reliable, in-order delivery ( TC

P): IP Protocol6
–

Connection set-up & tear-dow
n

–
D

iscarding corrupted packets (segm
ents)

–
Retransm

ission of lost packets (segm
ents)

–
Flow

 control
–

Congestion control
•

O
ther exam

ples:
–

D
CCP (33), D

atagram
 Congestion Control Protocol

–
RD

P (26), Reliable D
ata Protocol

–
SCTP (132), Stream

 Control Transm
ission Protocol

Transport
N
etw

ork
D
atalink

Physical

Session
Present.

A
pplication
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Recall: Sockets in concept
C

lient
Server

read response

C
lose C

lient Socket

C
reate C

lient Socket

C
onnect it to server (host:port)

C
reate Server Socket

Bind it to an A
ddress 

(host:port)

Listen for C
onnection

C
lose C

onnection Socket

C
lose Server Socket

w
rite request

w
rite response

A
ccept syscall()

C
onnection Socket

C
onnection Socket

read request
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R
eliable M

essage D
elivery: the Problem

•
All physical netw

orks can garble and/or drop packets
–

Physical m
edia: packet not transm

itted/received
»

If transm
it close to m

axim
um

 rate, get m
ore throughput –

even if som
e packets get lost

»
If transm

it at low
est voltage such that error correction just starts correcting errors, get best 

pow
er/bit

–
Congestion: no place to put incom

ing packet
»

Point-to-point netw
ork: insufficient queue at sw

itch/router
»

Broadcast link: tw
o host try to use sam

e link
»

In any netw
ork: insufficient buffer space at destination

»
Rate m

ism
atch: w

hat if sender send faster than receiver can process?

•
Reliable M

essage D
elivery on top of U

nreliable Packets
–

N
eed som

e w
ay to m

ake sure that packets actually m
ake

it to receiver
»

Every packet received at least once
»

Every packet received at m
ost once

–
Can com

bine w
ith ordering: every packet received by process at destination exactly once 

and in order

Lec
24.40

4/21/22
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

T
ransm

ission C
ontrol Protocol (T

C
P)

•
Transm

ission Control Protocol (TCP)
–

TCP (IP Protocol 6) layered on top of IP
–

Reliable byte stream
 betw

een tw
o processes on different m

achines over Internet (read, w
rite, 

flush)
•

TCP D
etails

–
Fragm

ents byte stream
 into packets, hands packets to IP

»
IP m

ay also fragm
ent by itself

–
Uses w

indow
-based acknow

ledgem
ent protocol (to m

inim
ize state at sender and receiver)

»
“W

indow
” reflects storage at receiver –

sender shouldn’t overrun receiver’s buffer space
»

Also, w
indow

 should reflect speed/capacity of netw
ork –

sender shouldn’t overload netw
ork

–
Autom

atically retransm
its lost packets

–
Adjusts rate of transm

ission to avoid congestion
»

A “good citizen” 

R
outer

R
outer

Stream
 in:

Stream
 out:

..zyxw
vuts

gfedcba
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Problem
: D

ropped Packets

•
All physical netw

orks can garble or drop packets
–

Physical hardw
are problem

s (bad w
ire, bad signal)

•
Therefore, IP can garble or drop packets

–
It doesn't repair this itself (end-to-end principle!)

•
Building reliable m

essage delivery
–

Confirm
 that packets aren't garbled

–
Confirm

 that packets arrive exactly once
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U
sing A

cknow
ledgem

ents

•
H

ow
 to ensure transm

ission of packets?
–

D
etect garbling at receiver via checksum

, discard if bad
–

Receiver acknow
ledges (by sending “ACK”) w

hen packet received properly at destination
–

Tim
eout at sender:  if no ACK, retransm

it
•

Som
e questions:

–
If the sender doesn’t get an ACK, does that m

ean the receiver didn’t get the original 
m

essage?
»

N
o

–
W

hat if ACK gets dropped?  O
r if m

essage gets delayed?
»

Sender doesn’t get ACK, retransm
its, Receiver gets m

essage tw
ice, ACK each

B
A

Packet

A
C

K

B
A

Packet

A
C

K

Packet
T

im
eout
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Stop-and-W
ait (N

o Packet Loss)

•
Send; w

ait for ACK; repeat
•

Round Trip Tim
e (RTT): tim

e it takes a 
packet to travel from

 sender to 
receiver and back

–
O

ne-w
ay latency (!): one w

ay delay 
from

 sender and receiver

•
For sym

m
etric latency,
!""

=
2%

ACK 1

Tim
e Sender

Receiver
12ACK 2

3

RTT

RTT

d
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Stop-and-W
ait (N

o Packet Loss)

•
H

ow
 fast can you send data?

•
Little’s Law

 applied to the netw
ork:

&
=
'
⋅RTT

•
For Stop-and-W

ait, &
=
1

packet

•
So bandw

idth is 1 packet per RTT
–

D
epends only on latency, not netw

ork 
capacity (!)

ACK 1

Tim
e Sender

Receiver
12ACK 2

3

RTT

RTT

d
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Stop-and-W
ait (N

o Packet Loss)

•
So bandw

idth is 1 packet per RTT
–

D
epends only on latency, not netw

ork 
capacity (!)

•
Suppose RTT = 100 m

sand
1 packet is 1500 bytes

•
Throughput = !"##⋅%

#.!
= 120 Kbps

•
Very inefficient if w

e have a 100 M
bps 

link!

ACK 1

Tim
e Sender

Receiver
12ACK 2

3

RTT

RTT

d
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Stop-and-W
ait w

ith Packet Loss

•
Loss recovery relies on tim

eouts
•

H
ow

 to choose a good tim
eout?

–
Too short –

lots of duplication
–

Too long –
packet loss is really 

disruptive!
•

H
ow

 to deal w
ith duplication?

–
Retransm

ission certainly opens up the 
possibility for 

ACK 1

Tim
e Sender

Receiver
1

RTT

tim
eout

1
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•
Solution: put sequence num

ber in m
essage to identify re-transm

itted packets
–

Receiver checks for duplicate num
ber’s; D

iscard if detected
•

Requirem
ents:

–
Sender keeps copy of unACK’d

m
essages

»
Easy: only need to buffer m

essages
–

Receiver tracks possible duplicate m
essages

»
H

ard: w
hen ok to forget about received m

essage?
•

Alternating-bit protocol:
–

Send one m
essage at a tim

e; don’t send
next m

essage until ACK received
–

Sender keeps last m
essage; receiver tracks 

sequence num
ber of last m

essage received
•

Pros: sim
ple, sm

all overhead
•

Con: doesn’t w
ork if netw

ork can delay
or duplicate m

essages arbitrarily

Pkt#0

ACK #0
Pkt#1

ACK #1
Pkt#0

ACK #0

H
ow

 to D
eal w

ith M
essage D

uplication?

Sender
Receiver
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A
dvantages of M

oving A
w

ay From
 Stop-and-W

ait
•

Larger space of acknow
ledgem

ents
–

Pipelining: don’t w
ait for ACK before sending next 

packet
•

ACKs serve dual purpose: 
–

Reliability: Confirm
ing packet received

–
O

rdering: Packets can be reordered at destination
•

H
ow

 m
uch data is in flight now

?
–

Bytes in-flight: W
send = RTT ×

B
–

H
ere B

is in “bytes/second”
–

W
send

º
Sender’s “W

indow
 Size”

–
Packets in flight = (W

send / packet size)
•

H
ow

 long does the sender have to keep the 
packets around?

•
H

ow
 long does the receiver have to keep the 

packets’ data?
•

W
hat if sender is sending packets faster than the 

receiver can process the data?

Tim
e Sender

Receiver

RTT
d
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R
ecall: C

om
m

unication Betw
een Processes

•
D

ata w
ritten by A is held in m

em
ory until B reads it

•
Q

ueue has a fixed capacity
–

W
riting to the queue blocks if the queue if full

–
Reading from

 the queue blocks if the queue is em
pty

•
PO

SIX
 provides this abstraction in the form

 of pipes

write(wfd, wbuf, wlen); 

n = read(rfd,rbuf, rmax); 

Process A
Process B

In-M
em

ory 
Q

ueue
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H
ost 1 Buffering in a TCP Connection

•
A single TCP connection needs fourin-m

em
ory queues:

–
Send buffer: add data on w

rite syscall, rem
ove data w

hen ACK received
–

Receive buffer: add data w
hen packets received, rem

ove data on read syscall

Process A

Send Q
ueue

Receive Q
ueue

H
ost 2

Process B

Receive Q
ueue

Send Q
ueue

Separate pair of 
queues per TC

P 
connection

D
ata (Packets)

D
ata (Packets)
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H
ost 1

W
indow

 Size: Space in Receive Q
ueue

•
A host’s w

indow
 size

for a TCP connection is how
 m

uch rem
aining space it has in its 

receive queue
•

A host advertises its w
indow

 size in everyTCP packet it sends!
•

Sender never sends m
ore than receiver’s advertised w

indow
 size

Process A

Send Q
ueue

Receive Q
ueue

H
ost 2

Process B

Receive Q
ueue

Send Q
ueue

Separate pair of 
queues per TC

P 
connection

D
ata (Packets)

D
ata (Packets)
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Sliding W
indow

 Protocol

•
TCP sender know

s receiver’s w
indow

 size, and aim
s never to exceed it

•
But packets that it previously send m

ay arrive, filling the w
indow

 size!

Rule: TC
P sender ensures that:
N

um
ber of Sent but U

nA
C

Ked
Bytes < Receiver’s A

dvertised W
indow

 Size

•
Can send new

 packets as long as sent-but-unacked
packets haven’t already filled the 

advertised w
indow

 size
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Sliding W
indow

 (N
o Packet Loss)

•
Exam

ple:W
indow

size 
(*

) = 3 packets
•

W
indow

 size to fill link 
is given by:
*
=
''() ⋅RTT

•
B
pkt º

Packets/sec
•

Little’s Law
 once again!

•
For TCP, w

indow
 is in 

bytes, not packets

Tim
e

Sender
Receiver

1
{1}

2
{1, 2}

3
{1, 2, 3}

4
{2, 3, 4}

5
{3, 4, 5}

U
nacked

packets 
that sender sent

O
ut-of-seq

packets
in receiver’s w

indow

{}

6
{4, 5, 6}

...

... {}{}
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T
C

P W
indow

s and Sequence N
um

bers: PER
 BY

T
E!

•
Sender has three regions: 

–
Sequence regions

»
sent and ACK’d

»
sent and not ACK’d

»
not yet sent

–
W

indow
 (colored region) adjusted by sender

•
Receiver has three regions: 

–
Sequence regions

»
received and ACK’d

(given to application)
»

received and buffered
»

not yet received (or discarded because out of order)

Sequence N
um

bers

Sent
not A

C
K

’d
Sent
A

C
K

’d
N

ot yet
sent

Sender

N
ot yet

received
R

eceived
G

iven to app
R

eceived
Buffered

R
eceiver



Lec
24.55

4/21/22
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

Seq:190
Size:40

W
indow

-Based A
cknow

ledgem
ents (T

C
P)

Seq:230
A

:190/210

Seq:260
A

:190/210

Seq:300
A

:190/210

Seq:190
A

:340/60 

Seq:340
A

:380/20 

Seq:380
A

:400/0  

A
:100/300

Seq:100
A

:140/260

Seq:140
A

:190/210

100

Seq:100
Size:40

140

Seq:140
Size:50

190

Seq:230
Size:30

230
260

Seq:260
Size:40

300

Seq:300
Size:40

340

Seq:340
Size:40

380

Seq:380
Size:20

400

R
etransm

it!
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•
Too m

uch data trying to flow
 through som

e part of the netw
ork

•
IP’s solution: D

rop packets
•

W
hat happens to TCP connection?

–
Lots of retransm

ission –
w

asted w
ork and w

asted bandw
idth (w

hen bandw
idth is 

scarce)

C
ongestion
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C
ongestion A

voidance
•

Congestion
–

H
ow

 long should tim
eout be for re-sending m

essages?
»

Too long ®
w

astes tim
e if m

essage lost
»

Too short ®
retransm

it even though ACK w
ill arrive shortly

–
Stability problem

: m
ore congestion Þ

ACK is delayed Þ
unnecessary tim

eout Þ
m

ore traffic 
Þ

m
ore congestion

»
Closely related to w

indow
 size at sender: too big m

eans putting too m
uch data into netw

ork
•

H
ow

 does the sender’s w
indow

 size get chosen?
–

M
ust be less than receiver’s advertised buffer size

–
Try to m

atch the rate of sending packets w
ith the rate that the slow

est link can accom
m

odate
–

Sender uses an adaptive algorithm
 to decide size of N

»
G

oal: fill netw
ork betw

een sender and receiver
»

Basic technique: slow
ly increase size of w

indow
 until acknow

ledgem
ents start being delayed/lost

•
TCP solution: “slow

 start” (start sending slow
ly)

–
If no tim

eout, slow
ly increase w

indow
 size (throughput) by 1 for each ACK received 

–
Tim

eout Þ
congestion, so cut w

indow
 size in half

–
“Additive Increase, M

ultiplicative D
ecrease”

Lec
24.58

4/21/22
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

C
ongestion M

anagem
ent

•
TCP artificially restricts the w

indow
 size if 

it sees packet loss
•

Careful control loop to m
ake sure:

1.
W

e don’t send too fast and overw
helm

 
the netw

ork
2.

W
e utilize m

ost of the bandw
idth the 

netw
ork has available

–
In general, these are conflicting goals!
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Recall: Connection Setup over TCP/IP

•
5-Tuple identifies each connection:

1.
Source IP Address

2.
D

estination IP Address
3.

Source Port N
um

ber
4.

D
estination Port N

um
ber

5.
Protocol (alw

ays TCP here)

socket

Request Connection

Server
Client

Server
Socketnew

socket
Connection

socket
connection

•
O

ften, Client Port “random
ly” assigned

–
D

one by O
S during client socket setup

•
Server Port often “well known”

–
80 (w

eb), 443 (secure w
eb), 25 (sendm

ail), 
etc

–
W

ell-know
n ports from

 0—
1023 
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Establishing T
C

P Service

1.
O

pen connection: 3-w
ay handshaking

2.
Reliable byte stream

 transfer from
 (IPa, TCP_Port1) to (IPb, TCP_Port2)

–
Indication if connection fails: Reset

3.
Close (tear-dow

n) connection
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Sockets in concept
C

lient
Server

read response

C
lose C

lient Socket

C
reate C

lient Socket

C
onnect it to server (host:port)

C
reate Server Socket

Bind it to an A
ddress 

(host:port)

Listen for C
onnection

C
lose C

onnection Socket

C
lose Server Socket

w
rite request

w
rite response

A
ccept syscall()

C
onnection Socket

C
onnection Socket

read request

Lec
24.62

4/21/22
Joseph &

 K
ubiatow

icz
C

S162 ©
 U

C
B Spring 2022

O
pen Connection: 3-W

ay H
andshake

•
Server calls listen() to w

ait 
for a new

 connection
•

Client calls connect() 
providing server’s IP address 
and port num

ber 
•

Each side sends SYN
 packet 

proposing an initial 
sequence num

ber (one for 
each sender) and ACKs the 
other

C
lient (initiator)

SYN
, SeqN

um
 =

 x

SYN
 and AC

K, SeqN
um

 =
 y and A

ck =
 x +

 1

AC
K, A

ck =
 y +

 1

connect()
listen()

accept() 
dequeues 
connection

allocate
buffer space,
connection
enqueued

time

Server
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Sockets in concept
C

lient
Server

read response

C
lose C

lient Socket

C
reate C

lient Socket

C
onnect it to server (host:port)

C
reate Server Socket

Bind it to an A
ddress 

(host:port)

Listen for C
onnection

C
lose C

onnection Socket

C
lose Server Socket

w
rite request

w
rite response

A
ccept syscall()

C
onnection Socket

C
onnection Socket

read request
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Close Connection: 4-W
ay Teardow

n

•
Connection is not 
closed until both 
sides agree

FIN
FIN

 ACK

FINFIN
 ACK

H
ost 1

H
ost 2

C
an retransm

it FIN
 

AC
K if it is lost

timeout

O
S deallocates 

connection state

close()

close()

O
S deallocates 

connection state

data
O

S discards data (no 
socket to give it to)

A
ny calls to read() 

return 0
•

If m
ultiple FD

s on 
H

ost 1 refer to this 
connection, allof 
them

 m
ust be closed

•
Sam

e for close() call 
on H

ost 2
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Recall: D
istributed Applications Build W

ith M
essages

•
H

ow
 do you actually program

 a distributed application?
–

N
eed to synchronize m

ultiple threads, running on different m
achines 

»
N

o shared m
em

ory, so cannot use test&set

–
O

ne Abstraction: send/receive m
essages

»
Already atom

ic: no receiver gets portion of a m
essage and tw

o receivers cannot get sam
e 

m
essage

•
Interface:

–
M

ailbox (m
box): tem

porary holding area for m
essages

»
Includes both destination location and queue

–
Send(m

essage,m
box)

»
Send m

essage to rem
ote m

ailbox identified by m
box

–
Receive(buffer,m

box)
»

W
ait until m

box
has m

essage, copy into buffer, and return
»

If threads sleeping on this m
box, w

ake up one of them

N
etw

ork

Send

Receive
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Q
uestion: D

ata R
epresentation

•
An object in m

em
ory has a m

achine-specific binary representation
–

Threads w
ithin a single process have the sam

e view
 of w

hat’s in m
em

ory
–

Easy to com
pute offsets into fields, follow

 pointers, etc.

•
In the absence of shared m

em
ory, externalizing an object requires us to turn it into a 

sequential sequence of bytes
–

Serialization/M
arshalling: Express an object as a sequence of bytes

–
D

eserialization/U
nm

arshalling: Reconstructing the original object from
 its m

arshalled form
 

at destination
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Sim
ple D

ata T
ypes

uint32_t x;
•

Suppose I w
ant to w

rite a x
to a file

•
First, open the file: FILE* f = fopen(“foo.txt”, “w”);

•
Then, I have tw

o choices:
1.

fprintf(f, “%lu”, x);
2.

fwrite(&x, sizeof(uint32_t), 1, f);
»

O
r equivalently, write(fd, &x, sizeof(uint32_t));

(perhaps w
ith a loop to be 

safe)

•
N

either one is “w
rong” but sender and receiver should be consistent!
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M
achine R

epresentation

•
Consider using the m

achine representation:
–
fwrite(&x, sizeof(uint32_t), 1, f);

•
H

ow
 do w

e know
 if the recipient represents x

in the sam
e w

ay?
–

For pipes, is this a problem
?

–
W

hat about for sockets?
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Endianness

•
For a byte-address m

achine, w
hich end of a m

achine-
recognized object (e.g., int) does its byte-address refer to?

•
Big Endian: address is the m

ost-significant bits
•

Little Endian: address is the least-significant bits
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W
hat Endian is the Internet?

•Big Endian
•

N
etw

ork byte order
•

V
s. “host byte order”
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D
ealing w

ith Endianness

•
D

ecide on an “on-w
ire” endianness

•
Convert from

 native endianness to “on-w
ire” endianness before sending out data 

(serialization/m
arshalling)

–
uint32_t htonl(uint32_t)

and uint16_t htons(uint16_t) convert from
 

native endianness to netw
ork endianness (big endian)

•
Convert from

 “on-w
ire” endianness to native endianness w

hen receiving data 
(deserialization/unm

arshalling)
–
uint32_t ntohl(uint32_t)

and uint16_t ntohs(uint16_t) convert from
 

netw
ork endianness to native endianness (big endian)
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W
hat A

bout R
icher O

bjects?
•

Consider word_count_t
of H

om
ew

ork 0 and 1 …
•

Each elem
ent contains:

–
An int

–
A pointerto a string (of som

e length)
–

A pointerto the next elem
ent

•
fprintf_words

w
rites these as a sequence of lines (character strings w

ith \n) to a file 
stream

•
W

hat if you w
anted to w

rite the w
hole list as a binary object (and read it back as one)?

–
H

ow
 do you represent the string?

–
D

oes it m
ake any sense to w

rite the pointer?
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D
ata Serialization Form

ats

•
JSO

N
 and X

M
L are com

m
only used in w

eb applications
•

Lots of ad-hoc form
ats
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D
ata Serialization Form

ats
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R
em

ote Procedure C
all (R

PC
)

•
Raw

 m
essaging is a bit too low

-level for program
m

ing
–

M
ust w

rap up inform
ation into m

essage at source
–

M
ust decide w

hat to do w
ith m

essage at destination
–

M
ay need to sit and w

ait for m
ultiple m

essages to arrive
–

And m
ust deal w

ith m
achine representation by hand

•
Another option: Rem

ote Procedure Call (RPC)
–

Calls a procedure on a rem
ote m

achine
–

Idea: M
ake com

m
unication look like an ordinary function call

–
Autom

ate all of the com
plexity of translating betw

een representations
–

Client calls: 
remoteFileSystem ®

Read("rutabaga");
–

Translated autom
atically into call on server:

fileSys ®
Read("rutabaga");
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C
lient (caller)

r = f(v1, v2);

Server (callee)

res_t
f(a1, a2)

call

return
receive

return

call

C
lient

Stub

bundle
args

bundle
ret vals

unbundle
ret vals

send

receive

send

Server
Stub

unbundle
args

R
PC

 C
oncept
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C
lient (caller)

r = f(v1, v2);

Server (callee)

res_t
f(a1, a2)

call

return
receive

return

call

bundle
ret vals

unbundle
ret vals

send

receive

M
achine A

M
achine B

Packet
H
andler

Packet
H
andler

Network

Network

Server
Stub

unbundle
args

send

Server
Stub

unbundle
args

R
PC

 Inform
ation Flow

C
lient

Stub

bundle
args
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R
PC

 Im
plem

entation
•

Request-response m
essage passing (under covers!)

•
“Stub” provides glue on client/server

–
Client stub is responsible for “m

arshalling” argum
ents and “unm

arshalling” the return 
values

–
Server-side stub is responsible for “unm

arshalling” argum
ents and “m

arshalling” the return 
values.

•
M

arshalling
involves (depending on system

)
–

Converting values to a canonical form
, serializing objects, copying argum

ents passed by 
reference, etc. 
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R
PC

 D
etails (1/3)

•
Equivalence w

ith regular procedure call
–

Param
etersÛ

Request M
essage

–
Result Û

Reply m
essage

–
N

am
e of Procedure: Passed in request m

essage
–

Return Address: m
box2 (client return m

ail box) 

•
Stub generator: Com

piler that generates stubs
–

Input: interface definitions in an “interface definition language (ID
L)”

»
Contains, am

ong other things, types of argum
ents/return

–
O

utput: stub code in the appropriate source language
»

Code for client to pack m
essage, send it off, w

ait for result, unpack result and return to caller
»

Code for server to unpack m
essage, call procedure, pack results, send them

 off
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R
PC

 D
etails (2/3)

•
Cross-platform

 issues:
–

W
hat if client/server m

achines are different architectures/ languages?
»

Convert everything to/from
 som

e canonical form
»

Tag every item
 w

ith an indication of how
 it is encoded (avoids unnecessary conversions)

•
H

ow
 does client know

 w
hich m

box
(destination queue) to send to?

–
N

eed to translate nam
e of rem

ote service into netw
ork endpoint (Rem

ote m
achine, port, 

possibly other info)
–

Binding: the process of converting a user-visible nam
e into a netw

ork endpoint
»

This is another w
ord for “nam

ing” at netw
ork level

»
Static: fixed at com

pile tim
e

»
D

ynam
ic: perform

ed at runtim
e
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R
PC

 D
etails (3/3)

•
D

ynam
ic Binding

–
M

ost RPC system
s use dynam

ic binding via nam
e service

»
N

am
e service provides dynam

ic translation of service ®
m

box
–

W
hy dynam

ic binding?
»

Access control: check w
ho is perm

itted to access service
»

Fail-over: If server fails, use a different one

•
W

hat if there are m
ultiple servers?

–
Could give flexibility at binding tim

e
»

Choose unloaded server for each new
 client

–
Could provide sam

e m
box

(router level redirect)
»

Choose unloaded server for each new
 request

»
O

nly w
orks if no state carried from

 one call to next

•
W

hat if m
ultiple clients?

–
Pass pointer to client-specific return m

box
in request
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Problem
s w

ith R
PC

: N
on-A

tom
ic Failures

•
D

ifferent failure m
odes in dist. system

 than on a single m
achine

•
Consider m

any different types of failures
–User-level bug causes address space to crash
–M

achine failure, kernel bug causes all processes on sam
e m

achine to fail
–Som

e m
achine is com

prom
ised by m

alicious party
•

Before RPC: whole system
 would crash/die

•
After RPC: O

ne m
achine crashes/com

prom
ised while others keep working

•
Can easily result in inconsistent view of the world
–D

id m
y cached data get written back or not?

–D
id server do what I requested or not?

•
Answer? D

istributed transactions/Byzantine Com
m

it
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Problem
s w

ith R
PC

: Perform
ance

•
RPC is not perform

ance transparent:
–

Cost of Procedure call « sam
e-m

achine RPC « netw
ork RPC

–
O

verheads: M
arshalling, Stubs, Kernel-Crossing, Com

m
unication

•
Program

m
ers m

ust be aw
are that RPC is not free 

–
Caching can help, but m

ay m
ake failure handling com

plex
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•
H

ow
 do address spaces com

m
unicate w

ith one another?
–

Shared M
em

ory w
ith Sem

aphores, m
onitors, etc…

–
File System

–
Pipes (1-w

ay com
m

unication)
–

“Rem
ote” procedure call (2-w

ay com
m

unication)
•

RPC’s can be used to com
m

unicate betw
een address spaces on different m

achines or the 
sam

e m
achine

–
Services can be run w

herever it’s m
ost appropriate

–
Access to local and rem

ote services looks the sam
e

•
Exam

ples of RPC system
s:

–
CO

RBA (Com
m

on O
bject Request Broker Architecture)

–
D

CO
M

 (D
istributed CO

M
)

–
RM

I (Java Rem
ote M

ethod Invocation)

C
ross-D

om
ain C

om
m

unication/Location T
ransparency
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M
icrokernel operating system

s
•

Exam
ple: split kernel into application-level servers.

–
File system

 looks rem
ote, even though on sam

e m
achine

•
W

hy split the O
S into separate dom

ains?
–

Fault isolation: bugs are m
ore isolated (build a firew

all)
–

Enforces m
odularity: allow

s increm
ental upgrades of pieces of softw

are (client or server)
–

Location transparent: service can be local or rem
ote

»
For exam

ple in the X
 w

indow
ing system

: Each X
 client can be on a separate m

achine from
 X

 
server; N

either has to run on the m
achine w

ith the fram
e buffer.

A
pp

A
pp

file system
W

indow
ing

N
etw

orking
V

M

T
hreads

A
pp

M
onolithic Structure

A
pp

File
sys

w
indow

s

R
P

C
address
spaces

threads

M
icrokernel Structure
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N
etw

ork-A
ttached Storage and the C

A
P T

heorem

•
Consistency: 

–
Changes appear to everyone in the sam

e serial order
•

Availability:
–

Can get a result at any tim
e

•
Partition-Tolerance

–
System

 continues to w
ork even w

hen netw
ork becom

es partitioned
•

Consistency, Availability, Partition-Tolerance (CAP) Theorem
: Cannot have all three at sam

e 
tim

e–
O

therw
ise know

n as “Brew
er’s Theorem

”

N
etw

ork
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Sum
m

ary
•

TCP:Reliable byte stream
 betw

een tw
o processes on different m

achines over Internet 
(read, w

rite, flush)
–

Uses w
indow

-based acknow
ledgem

ent protocol
–

Congestion-avoidance dynam
ically adapts sender w

indow
 to account for congestion in netw

ork
•

Rem
ote Procedure Call (RPC): Call procedure on rem

ote m
achine or in rem

ote dom
ain

–
Provides sam

e interface as procedure
–

Autom
atic packing and unpacking of argum

ents w
ithout user program

m
ing (in stub)

–
Adapts autom

atically to different hardw
are and softw

are architectures at rem
ote end

•
D

istributed File System
: 

–
Transparent access to files stored on a rem

ote disk
–

Caching for perform
ance


