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The Net
Part 3




Addressing on the Layers
On The Internet

« Ethernet:
 Address is 6B MAC address, Identifies a machine on the local LAN
- IP:

* Address is a 4B (IPv4) or 16B (IPv6) address, Identifies a system on the Internet
- TCP/UDP:

* Address is a 2B port number, Identifies a particular listening server/process/activity on the system
Both the client and server have to have a port associated with the communication
* Ports 0-1024 are for privileged services

Must be root to accept incoming connections on these ports
Any thing can do an outbound request to such a port

e Port 1025+ are for anybody
And high ports are often used ephemerally



IP Packet Structure

st | 4ot 8-bit _
Version | Header | Type of Service | 16-bit Total Length (Bytes)
Length (TOS)

3-bit

16-bit Identification Flags 13-bit Fragment Offset

8-bit Time to

Lot 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address




IP Packet Structure

Computer Science 161 Weaver
4-bit 8-bit

V:;:ign Header | Type of Servic< 16-bit Total Length (Bytes) >
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. P 3-bit
16-bit Identification Fla IQ 13-bit Fragment Offset
Specifies the length of the entire IP
SS\I;[eT(I'InJI'eL )’fo 8-bit Protocol 4| packet: bytes in this header plus
bytes in the Payload

32-bit Source IP Address

32-bit Destination IP Address




IP Packet Structure
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A-bit 4-bit 8-bit _
Version | Header | Type of Service | 16-bit Total Length (Bytes)
Length (TOS)
) o 3-bit | , . _ o~ee s
16-bit Identification Flag

Specifies how to interpret the start

8-bit Time t¢” |5 1 o I > of the Payload, which is the
Live (TTL) -bit Protoco 1 header of a Transport Protocol
— such as TCP or UDP

32-bit Source IP Address

32-bit Destination IP Address




IP Packet Structure
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IP Packet Structure

st | 4ot 8-bit _
Version | Header | Type of Service | 16-bit Total Length (Bytes)
Length (TOS)
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16-bit Identification Flags 13-bit Fragment Offset

8-bit Time to

Live (TTL) t Protocol 16-bit Header Checksum
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IP Packet Structure

apit | 4-bit 8-bit _
Version | Header | Type of Service | 16-bit Total Length (Bytes)
Len Mog)—
< 16-bit Identificat Sbit - >
-bit Identification Flags 13-bit Fragment Offset
L¢ 4’.4.
8-bit Time to

Live (TTL)

8-bit Protocol

16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address




IP Packet Header (Continued)

- Two IP addresses
e Source IP address (32 bits)
* Destination IP address (32 bits)

+ Destination address
* Unique identifier/locator for the receiving host
* Allows each node to make forwarding decisions

- Source address
* Unique identifier/locator for the sending host
* Recipient can decide whether to accept packet
* Enables recipient to send a reply back to source

« Checksum is arithmetic, not CRC...
* To allow easily modification of the packet by the network



IP: “Best Effort ” Packet Delivery

- Routers inspect destination address, locate “next hop” in
forwarding table
* Address = ~unique identifier/locator for the receiving host

- Only provides a “I'll give it a try” delivery service:
* Packets may be lost
« Packets may be corrupted (but that is 'assume drop' based on layer 2 error detection)

« Packets may be delivered out of order
source destination

&= -




IP Routing:
Autonomous Systems

* Your system sends IP packets to the gateway...
« But what happens after that?

- Within a given network its routed internally
 |dentified by its ASN (Autonomous System Number)

- But the key is the Internet is a network-of-networks

* Each "autonomous system"” (AS) handles its own internal routing
 The AS knows the next AS to forward a packet to

 Primary protocol for communicating in between ASs is BGP:
* Each router announces what networks it can provide and the path onward
e Most precise route with the shortest path and no loops preferred



Packet Routing on the Internet:
Border Gateway Protocol & Routing Tables
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{AS4->AS6->Recipient}

{AS6->Recipient}



IP Spoofing
And Autonomous Systems

- The edge-AS where a user connects should restrict packet
spoofing
« Sending a packet with a different sender IP address

- But about 25% of them don't...

* So a system can simply lie and say it comes from someplace else

 This enables blind-spoofing attacks
 Such as the Kaminski attack on DNS which we will see in a second

* |t also enables "reflected DOS attacks"

* Send a small request...
That sends a large reply...
To the fake "sender" of the packet



On-path Injection vs Off-path Spoofing

Router 2

Router 4

y/

Router 7

Off-path Off-path




Lying in BGP

Weaver
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UDP:
Datagrams on the Internet

- UDP is a protocol built on the Internet Protocol (IP)

* |t is an "unreliable, datagram protocol”
 Messages may or may not be delivered, in any order

 Messages can be larger than a single packet (but probably shouldn't)

IP will fragment these into multiple packets (mostly... Single digit %-age of hosts can't
receive fragmented traffic)

* Programs create a socket to send and receive messages
e Just create a datagram socket for an ephemeral port

* Bind the socket to a particular port to receive traffic on a specified port

e Basic recipe for Python:
https://wiki.python.org/moin/UdpCommunication




DNS Overview

- DNS translates www.google.com to 74.125.25.99
 Turns a human abstraction into an IP address
e (Can also contain other data

- |t’s a performance-critical distributed database.

- DNS secuirity is critical for the web.
(Same-origin policy assumes DNS is secure.)

* Analogy: If you don’t know the answer to a question, ask a friend for help (who
may in turn refer you to a friend of theirs, and so on).

- Based on a notion of hierarchical trust:

* You trust . for everything, com. for any com, google.com. for everything
google...



DNS Lookups via a Resolver
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Host at xyz .poly.edu wants IP address for eecs.mit.edu

@ root DNS server (*.")
Z
3
TLD DNS server (‘.edu’)

4
local DNS server E « HJ
(resolver) et 5

dns.poly.edu

Caching heavily
used to minimize
lookups

@ authoritative DNS server
(for ‘mit.edu’)

dns.mit.edu

@ eecs.mit.edu
18

requesting host
xyz.poly.edu



Security risk #1: malicious DNS server

- Of course, if any of the DNS servers queried are malicious,
they can lie to us and fool us about the answer to our DNS

query

* (In fact, they used to be able to fool us about the answer to
other queries, too. We’ll come back to that.)



Security risk #2: on-path eavesdropper

- |f attacker can eavesdrop on our traffic...
we’re hosed.

- Why? We’ll see why.

20



Security risk #3: off-path attacker

- |f attacker can’t eavesdrop on our traffic, can he inject
spoofed DNS responses?
 This case is especially interesting, so we’ll look at it in

detail.

21



DNS Threats

- DNS: path-critical for just about everything we do
 Maps hostnames < |IP addresses

* Design only scales if we can minimize lookup traffic

#1 way to do so: caching
#2 way to do so: return not only answers to queries, but additional info that will likely be needed shortly
The "glue records"

- What if attacker eavesdrops on our DNS queries?
* Then similar to DHCP, ARP, AirPwn etc, can spoof responses

- Consider attackers who can’t eavesdrop - but still aim to manipulate us
via how the protocol functions

- Directly interacting w/ DNS: dig program on Unix

* Allows querying of DNS system

* Dumps each field in DNS responses
22



dig eecs.mit.edu A

.
’
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e o
r 7

’

; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a
; global options: +cmd

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL:

QUESTION SECTION:

;eecs.mit.edu. IN A

o o
r s

ANSWER SECTION:

eecs.mit.edu. 21600 IN A 18.62.1.6

o o
r

AUTHORITY SECTION:

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. 11088 IN NS W20NS.mit.edu.
mit.edu. 11088 IN NS STRAWB.mit.edu.

o o
rs

ADDITIONAL SECTION:

STRAWB.mit.edu. 126738 1IN A 18.71.0.151
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160

3
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dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 3

;; QUESTION SECTION:
;eecs.mit.edu. IN A

; ; ANSWER SECTION:
eecs.mit.edu. 21600 IN A 18.62.1.6

;; AUTHORITY SECTION:

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. 11088 IN NS W20NS.mit.edu.
mit.edu. 11088 IN NS STRAWB.mit.edu.

;; ADDITIONAL SE____...

STRAWB.mit.edu. 126738 1IN A 18.71.0.151
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160
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dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, (id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: /3, ADDITIONAL: 3

;; QUESTION SECTION:
;eecs.mit.edu. IN A

; ; ANSWER SECTION:
eecs.mit.edu. 2160¢(

;; AUTHORITY SECTION:

mit.edu. 11086 LN NS BITSI.IMIC.euau.
mit.edu. 11088 IN NS W20NS.mit.edu.
mit.edu. 11088 IN NS STRAWB.mit.edu.

;; ADDITIONAL SECTION:

STRAWB.mit.edu. 126738 1IN A 18.71.0.151
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160
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dig eecs.mit.edu A

; 5 <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode:

;; flags: qr rd ra; QUE ONAL: 3

;; QUESTION SECTION:
;eecs.mit.edu. IN A

;; ANSWER SECTION:
eecs.mit.edu. 21600 IN A 18.62.1.6

;; AUTHORITY SECTION:

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. 11088 IN NS W20NS.mit.edu.
mit.edu. 11088 IN NS STRAWB.mit.edu.

;; ADDITIONAL SECTION:

STRAWB.mit.edu. 126738 1IN A 18.71.0.151
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160
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dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL:

;; QUESTION SECTION:
;eecs.mit.edu. IN A

; ; ANSWER SECTION:
eecs.mit.edu. 21600 IN A 18.62.1.6

;; AUTHORITY SECTION:

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. - — — . du .
mit.edu. edu.

;; ADDITIONAL SECTION
STRAWB.mit.edu.

BITSY.mit.edu. 1004U8 1IN
W20NS.mit.edu. 126738 1IN

18.7/7£.V.95

18.70.0.160

>
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dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a
;; global options: +cm
;; Got answer:
;; —>>HEADER<<- opcode
;; flags: gr rd ra; QU

“Authority” tells us the name servers responsible for
the answer. Each RR gives the hostname of a different
name server (“Ns”) for names inmit.edu. We should
cache each record for 11,088 seconds.

;; QUESTION SECTION:
;eecs.mit.edu. If the “Answer” had been empty, then the resolver’s
next step would be to send the original query to one of
77 BNSWER SECTION: these name servers.

eecs.mit.edu. S—— T -

ION:

mit.edu. IN NS BITSY.mit.edu.
mit.edu. IN NS W20NS.mit.edu.
mit.edu. IN NS STRAWB.mit.edu
;; ADDITIONAL SECTION:

STRAWB.mit.edu. 126738 1IN A 18.71.0.151
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160
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dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL:

;; QUESTION SECTION:
;eecs.mit.edu.

; ; ANSWER SECTION
eecs.mit.edu.

;; AUTHORITY SECT:

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. 11088 IN NS W20NS.mit.edu.
mit.edu. 11088 IN NS STRAWB.mit.edu.

;; ADDITIONAI SECTION:

STRAWB.mit.edu. 126738 1IN A 18.71.0.151
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160

3

29



DNS Protocol
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Lightweight exchange of query and reply messages, both with
same message format

SRC port DST port

UDP Header

Primarily uses UDP for its transport protocol, which is what we’ll L
assume

checksum length

Servers are on port 53 always

Frequently, clients used to use port 53 but can use any port
UDP Payload

30



16 bi 16 bi

Message header: = =
- |dentification: 16 bit # for query, SRC=53 DST=53

reply to query uses same #

Py o query checksum length

+ Along with repeating the Question —

and providing Answer(s), replies | emiiieien ) Flags

can include “Authority” (hame # Questions # Answer RRs

server responsible for answer) and # Authority RRs | # Additional RRs

“Additional” (info client is likely to
look up soon anyway)

Each Resource Record has a Time
To Live (in seconds) for caching
(not shown)

IP Header

Questions
(variable # of resource records)

Answers
(variable # of resource records)

q Authority )
(variable # of resource records)

Additional information
I (variable # of resource records)
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dig eecs.mit.edu A

;5 <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd
;; Got answer:
;; —>>HEADER<<- opcode: QUERY. statmns: NOERROR. id: 19901

25 flags: qr rd ra; QUERY : What If the mlt.edu server ADDITIONAL: 3
;; QUESTION SECTION: is untrustworthy? Could

jeecs.mit.edu. its operator steal, say, all

;; ANSWER SECTION: of our web surfing to

S SIS Gl 2l6pberkeley.edu’s main web |-©

; ; AUTHORITY SECTION: server?

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. 11088 IN NS W20NS .mit.edu.
mit.edu. 11088 IN NS STRAWB.mit.edu.

;; ADDITIONAL SECTION:

STRAWB.mit.edu. 126738 1IN A 18.71.0.151
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160
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dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 3

;; QUESTION SECTION:
;eecs.mit.edu.

Let’s look at a flaw in the
original DNS design

;; ANSWER SECTION: . .
(since fixed) 6

eecs.mit.edu. 216

;; AUTHORITY SECTION:

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. 11088 IN NS W20NS.mit.edu.
mit.edu. 11088 IN NS STRAWB.mit.edu.

;; ADDITIONAL SECTION:

STRAWB.mit.edu. 126738 1IN A 18.71.0.151
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160
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dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 3

;; QUESTION SECTION:
;eecs.mit.edu.

What could happen if the mit.edu server
.. ANSWER SECTION: returns the following to us instead?

eecs.mit.edu. 21600 IN A 18.62.1.6

;; AUTHORITY SECTION:

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. 11088 IN NS W20NS.mit.edu.
mit.edu. 11088 IN NS www .berkeley.edu.

;; ADDITIONAL SECTION:

www .berkeley.edu. 100000 1IN A 18.6.6.6
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160
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dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 3

;; QUESTION SECTION:

;eecs.mit.edu. IN A
.. ANSWER SECTION: We’d dutifully store in our cache a mapping of
eecs .mit.edu. www.berkeley.edu to an IP address under MIT’s

control. (It could have been any IP address they
; » AUTHORITY SECTION:wanted, not just one of theirs.)

mit.edu. IN NS BITSY .mit.edu.
mit.edu. IN NS W20NS.mit.edu.
mit.edu. IN NS .berkeley.edu.
100000 1IN A
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160

35




dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 3

;; QUESTION SECTION:

;eecs.mit.edu. IN A
.. ANSWER SECTION: In this case they chose to make the
eecs.mit.edu. {mapping last a long time. They could g

just as easily make it for just a couple
; ; AUTHORITY SECTION: of seconds.
mit.edu. 1088 IN NS BITSY.mit.edu.
mit.edu. 11088 I NS W20NS.mit.edu.
mit.edu. 11088 N NS www .berkeley.edu.

;; ADDITIONAL SECTION:

www .berkeley.edu. 00000 ) IN A 18.6.6.6
BITSY.mit.edu. 566408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160

36




dig eecs.mit.edu A

; ; <<>> DiG 9.6.0-APPLE-P2 <<>> eecs.mit.edu a

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19901

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 3

;; QUESTION SECTION:

;eecs.mit.edu. IN A

;; ANSWER SECTION:

eecs.mit.edu. How do we fix such cache poisoning?
;» AUTHORITY SECTION:

mit.edu. 11088 IN NS BITSY.mit.edu.
mit.edu. 11088 IN NS W20NS.mit.edu.
mit.edu. 30 IN NS www .berkeley.edu.

;; ADDITIONAL SECTION:

www .berkeley.edu. 30 IN A 18.6.6.6
BITSY.mit.edu. 166408 1IN A 18.72.0.3
W20NS.mit.edu. 126738 1IN A 18.70.0.160
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dig eecs/mit.edu A

;5 <<>> DiGl 9.6.0-APpT—Ra—<caaa L - 1
;; global options: +ciDon’t accept Additional records unless

CISHCHEAANR 77 Got answer they’re for the domain we’re looking up

;; —>>HEADER<<- opcod¢ , .
:; flags: qr zd ra; Q| E-9- lookingupeecs -mit cedu = only accept
additional records from *.mit .edu

;7 QUESTION| SECTION:
;eecs.mit.edu. No extra risk in accepting these since server could return

them to us directly in an Answer anyway.
; ; ANSWER SECTION:

eecs.mit.edu. This is called "Bailiwick checking"

;; AUTHORITY SECTION:

mit.edu. 11088 IN THL .
mit.edu. 11088 1IN bail-1-wick
mit.edu. 11088 IN /'bala wik/ <
; » ADBTITIONAL SECTION: noun
wv‘vlw;ser]::flezwedu 1. one's sphere of operations or particular area of interest.
EITS¥-mit-edu: 166408 IN "you never give the presentations—that's my bailiwick”
W20NS.mit.edu. 126738 1IN
2. LAW

the district or jurisdiction of a bailie or bailiff.

| 53




DNS Resource Records and RRSETs

* DNS records (Resource Records) can be one of various types
Name TYPE Value

Also a “time to live” field: how long in seconds this entry can be cached for
* Addressing:
A: IPv4 addresses
AAAA: IPv6 addresses
CNAME: aliases, “Name X should be name Y”
MX: “the mailserver for this name is Y”
* DNS related:

NS: “The authority server you should contact is named Y”
SOA: “The operator of this domain is Y”

e Other:
text records, cryptographic information, etc....
« Groups of records of the same type form RRSETs:

* E.g. all the nameservers for a given domain.
39



The Many Moving Pieces
In a DNS Lookup of www.isc.org

Computer Science 161
? A www.isc.org S -
. _ Authority Server
? A www.isc.org
Answers: (the “I'OOt”)

Authority:

Weaver

- - org. NS a0.afilias-nst.info
User’sISP’s ? A www.isc.org Additional:
Recursive Resolver a0.afilias-nst.info A 199.19.56.1
Name Type Value TTL

40




The Many Moving Pieces
In a DNS Lookup of www.isc.org

Computer Science 161

Weaver

\w User’s ISP’s ? A www—ise-oxg
Recursive Resolver

Name Type Value TTL
org. NS a0.afilias-nst.info 172800 \\’ org.
a0.afilias-nst.info. A 199.19.56.1 | 172800 Authority Server
? A www.isc.org
Answers:
Authority:

isc.org. NS sfba.sns-pb.isc.org.

isc.org. NS ns.isc.afilias-nst.info.
Additional:

sfba.sns-pb.isc.org. A 199.6.1.30
ns.isc.afilias-nst.info. A 199.254.63.254
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The Many Moving Pieces
In a DNS Lookup of www.isc.org

Computer Science 161 Weaver

’ User’sISP’s ? A www.isc.org
Recursive Resolver

Name Type Value TTL

org. NS a0.afilias-nst.info 172800
a0.afilias-nst.info. A 199.19.56.1 172800
isc.org. NS sfba.sns-pb.isc.org. 86400
isc.org. NS |[ns.isc.afilias-net.info. | 86400
sfbay.sns-pb.isc.org. A 199.6.1.30 86400

L maam 1SC.OIrg.
Authority Server

? A www.isc.org

Answers:

www.isc.org. A 149.20.64.42

Authority:

isc.org. NS sfba.sns-pb.isc.org.

isc.org. NS ns.isc.afilias-nst.info.
Additional:

sfba.sns-pb.isc.org. A 199.6.1.30
ns.isc.afilias-nst.info. A 199.254.63.254
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The Many Moving Pieces
In a DNS Lookup of www.isc.org

Computer Science 161

Weaver

’ User’s ISP’s ? A www.isc.org

Recursive Resolver Answers: www.isc.org A 149.20.64.42

Name Type Value TTL

org. NS a0.afilias-nst.info 172800

a0.afilias-nst.info. A 199.19.56.1 172800

isc.org. NS sfba.sns-pb.isc.org. 86400

isc.org. NS [ns.isc.afilias-net.info. | 86400

sfbay.sns-pb.isc.org. A 199.6.1.30 86400

wWww.isc.org A 149.20.64.42 600
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Stepping Through This
With dig

Computer Science 161 Weaver

- Some flags of note:
* +norecurse: Ask directly like a recursive resolver does

 +trace: Act like a recursive resolver without a cache

nweaver$%$ dig +norecurse slashdot.org @a.root-servers.net

; <<>> DiG 9.8.3-P1 <<>> +norecurse slashdot.org @a.root-servers.net
;; global options: +cmd

;; Got answer:

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26444

;; flags: qr; QUERY: 1, ANSWER: O, AUTHORITY: 6, ADDITIONAL: 12

;; QUESTION SECTION:
;slashdot.org. IN A

;; AUTHORITY SECTION:
org. 172800 1IN NS al0.org.afilias-nst.info.

;; ADDITIONAL SECTION:
a0.org.afilias-nst.info. 172800 IN A 199.19.56.1 44



So in dig parlance

- So if you want to recreate the lookups conducted by the
recursive resolver:

¢ dig +norecurse www.isc.org (@a.root-servers.net

¢ dig +norecurse www.isc.org @199.19.56.1
¢ dig +norecurse www.isc.org @199.6.1.30
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Security risk #1: malicious DNS server

- Of course, if any of the DNS servers queried are malicious,
they can lie to us and fool us about the answer to our DNS

query...

- and they used to be able to fool us about the answer to
other queries, too, using cache poisoning. Now fixed
(phew).
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Security risk #2: on-path eavesdropper

- |f attacker can eavesdrop on our traffic...
we’re hosed.

« Why?
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Security risk #2: on-path eavesdropper

Computer Science 1 61

- |f attacker can eavesdrop on our traffic...
we’re hosed.

- Why? They can see the query and the 16-bit transaction
iIdentifier, and race to send a spoofed response to our
query.

* China does this operationally:
¢ dig www.benign.com (@www.tsinghua.edu.cn

® dig www.facebook.com (@www.tsinghua.edu.cn
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Security risk #3: off-path attacker

- |f attacker can’t eavesdrop on our traffic, can he inject
spoofed DNS responses?

- Answer: It used to be possible, via blind spoofing.
We’ve since deployed mitigations that makes this harder
(but not totally impossible).
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Blind spoofing

e Say we look up mail.google.com;
how can an off-path attacker feed
us a bogus A answer before the
legitimate server replies?

e How can such a remote attacker
even know we are looking up
mail.google.com?

Suppose, e.g., we visit a web
page under their control:

16 bits 16 bits
SRC=53 DST=53
checksum length
Identification Flags
# Questions # Answer RRs
# Authority RRs # Additional RRs
Questions
(variable # of resource records)
| — *
Answers

—(variable # of resource records) —

Authority
(variable # of resource records)

Additional information
(variable # of resource records)

...<img src="http://mail.google.com" .>



Blind spoofing

e Say we look up
mail.google.com; how can
an off-path attacker feed us a
bogu
leqiti

This HTML snippet causes our

browser to try to fetch an image from

e How qmail.google.com. To do that, our
even |browser first has to look up the IP
mail|address associated with that name.

Suppose, e.g., we visit & web
page under their contrgl

.<img src="http://mail.google.com" ..>
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Blind spoofing

Once they know we’re looking
it up, they just have to guess

the Identification field and reply <k

before legit server.

How hard is that?

Originally, identification field
incremented by 1 for each
request. How does attacker
guess it?

Fix?
16 bits 16 bits
SRC=53 DST=53
checksum length
, *\
Identificatign( D Flags
# Questions # Answer RRs
# Authority RRs # Additional RRs

Questions

(variable # of resource records)

Answers
(variable # of resource records)

Authority

(variable # of resource records)

Additional information
(variable # of resource records)

<img src="http://badguy.com" ..> Theyobserve Dk here

<img src="http://mail.google.com" ~.>So this will be k+1
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DNS Blind Spoofing, cont. 16 bits)

SRC=53 DST=53
checksum leng‘rh
. 7 {
Once we randomize the 4 Identificaton |>  Flags
Identification, attacker has a N Y —

1/65536 chance of guessing it

# Authority RRs # Additional RRs

correctly. Questions

Are we pretty much safe? (variable # of resource records)

Attacker can send lots of replies, WtigbIskaiiresauesliedonds)
i Authority
nOt JUSt One o

Additional information

However: once reply from legit (variable # of resource records)

server arrives (with correct
|dentification), it’s cached and
no more opportunity to poison it.
Victim is innoculated!

Unless attacker can send
1000s of replies before legit
arrives, we’re likely safe -
phew! ?
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Enter KaminsKi...
Glue Attacks

Computer Science 161 Weaver
. . . nweaver$%$ dig +norecurse slashdot.org (@a.root-servers.net
- Dan Kaminski noticed ? ?
. ; <<>> DiG 9.8.3-P1 <<>> +norecurse slashdot.org @a.root-servers.net
something strange, :; global options: +emd
;; Got answer:
however ;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 26444

5 flags: qr; QUERY : 1, ANSWER: 0, AUTHORITY: 6, ADDITIONAL: 12
* Most DNS servers would cache

. TR ;; QUESTION SECTION:
the in-bailiwick glue... slashdot.org. IN A

* And then promote the glue . AUTHORITY SECTION-:

e And will also update entries org. 172800 1IN NS al0.org.afilias-nst.info

based on glue
;; ADDITIONAL SECTION:

. SO if yOU fiI’St d|d thiS a0.org.afilias-nst.info. 172800 IN A 199.19.56.1
IOOkup ;; Query time: 128 msec
;; SERVER: 198.41.0.4#53(198.41.0.4)
* And then Went .!:O query fOI’ ;; WHEN: Tue Apr 16 09:48:32 2013
al0.org.afilias-nst.info .. wysg s1zE rcvd: 432

* there would be no other lookup!
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The Kaminski Attack
In Practice

Rather than trying to poison www.google . com...

Instead try to poison a.google. com...
And state that "www.google.com" is an authority
And state that "www.google.com A 133.7.133.7"

« If you succeed, great!

But if you fail, just try again with b.google.com!

* Turns "Race once per timeout" to "race until win"

So now the attacker may still have to send lots of packets

 |n the 10s of thousands

The attacker can keep trying until success
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Defending Against
Kaminski: Up the Entropy

Computer Science 1

 Also randomize the UDP source port
* Adds ~16 bits of entropy

« Observe that most DNS servers just copy the request
directly

* Rather than create a new reply

- S0 caMelcase the NamE ranDomly
* Adds only a few bits of entropy however, but it does help
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Defend Against
Kaminski: Validate Glue

Computer Science 1 61

- Don't blindly accept glue records...
* Well, you have to accept them for the purposes of resolving a name

- But if you are going to cache the glue record...

- Either only use it for the context of a DNS lookup
 No more promotion

 Or explicitly validate it with another fetch
- Unbound implemented this, bind did not

* Largely a political decision:
bind's developers are heavily committed to DNSSEC (an upcoming topic)
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Try Vimax Pills

WERJEELS WEU WEprWwaErie

SUGGEST A LINK ARCHIVES SUBSCRIBE MARK CORY DAVID XENI JOHN

A Directory 6f Wonderful Things

How to get rid of Vimax ads
PO D BY MARK FRAUENFELDER, JANUAR M | PERMALINK

Neil Chase at our advertising parter company, Federated Media says:

dd several authors have recently found every ad zone on their pages filled with
ads for Vimax, which is supposed to enlarge a certain body part. We don't run
ads for stuff like that, and of course no FM author or staffer could possibly
needitanyway.

But there's malware floating around out there that hijacks your computer’s
DNS settings and puts its own ads into your zones. Unlike regular viruses, it
can attack both PCs and Macs. It seems to often come with free video-
processing software.

Ifit happens to vou, rest assured that it's happening only in your Web
browser and not to your readers. Here's what to do:

* For Mac users: Apple’s forums have info about a couple fixes in this thread

* For PC users, several people suggest Trend Micro's free Hija. tool.

Have Already,
Tried Vimax.Pills

Weaver
L3




